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COMMUNICATION WITHOUT BOUNDARIES
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ST RAT OS°

Wherever your operations need to be, Stratos is there. We offer a wide range of highly reliable VSAT solutions,
from narrowband to broadband, to keep you connected.

Self-contained and simple to use, our VSAT products are extremely cost effective - far less expensive than dedicated terrestrial
communications and more reliable than other wireless solutions. All the electronics you need can be housed in
a mast-mounted NEMA Type 4 enclosure: simply plant, plug and play.

Let our 17 years of experience providing SCADA communications services for utilities,
oil and gas, water, environmental and emergency back-up applications assist you
with your mission-critical communications requirements.

In today's connected world, ‘remote’ is only a state of mind.
For reliability and for reach, Stratos stands apart as the world’s premier provider of global remote communications.

Stratos VSAT, Inc., 58 Inverness Drive E, Englewood, CO 80112 800 424 9757 vsat.sales@stratosglobal.com www.stratosglobal.com
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4. ... BLACKOUT NEXT STEPS:
MANDATORY RELIABILITY STANDARDS AND INVESTMENT
Many months have passed since the historic blackout of August 14. With the
release in November of the Canada-U.S. Power System Outage Task Force
Art Designer Interim Report, a number of next steps are clear.

Production Assistant

(MIS) Management Information System 12 ... INTEGRATED OUTAGE MANAGEMENT:

LEVERAGING UTILITY SYSTEM ASSETS INCLUDING

GIS AND AMR FOR OPTIMUM OUTAGE RESPONSE

Electric Energy Magazine Utilities today are adopting improved metrics for measuring network reliability
is published 6 times a year by: that can best be achieved by integrating their outage management systems with
Jaguar Media Inc. other system assets

16 ... OUTSOURCING MAKES SCADA AFFORDABLE
FOR EVERY APPLICATION
Have you ever wanted to install a SCADA (supervisory control and data acquisition)
system to monitor and control remote equipment or some other asset, but simply
couldn’t afford to? Well maybe you should take another look.

30 ... CERTIFIED METER DATA MANAGERS PROVIDE POTENT TOOL
It’s one of their most powerful resources, yet remains underutilized.
It’s information about their customers’ energy consumption and demand patterns.

42 ... ... AN OVERVIEW OF ANSI Ci2.22
Using the Internet to send and receive meter data is a topic of discussion at many
utilities. A number of proprietary protocols are available today, but soon, a new ANSI
standard protocol will be published to cover this application.

48 ... EXPERIENCE WITH ON-LINE DIAGNOSTICS FOR
BUSHINGS AND CURRENT TRANSFORMERS
The industry has always sought better tools to assess the general condition
of high voltage equipment and identify potential problems.

54 ... UNDERGROUND CABLE FAULT LOCATING
USING THE ARC REFLECTION METHOD
Use of the arc reflection method combined with a high capacitance surge generator and
state-of-the-art pinpointing devices for underground cable fault locating will find faults in
less time and with less risk of damaging good cable than classical techniques.
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58 ... KEEPING THE LIGHTS ON:THE POWER OF INTERNET SECURITY
NRECA’s TechAdvantage® The blackout of August 2003 highlighted the fragility of the North American electric
2004 Conference & Expo power infrastructure to the government, utility shareholders and the general public.
64 . ... COMBINING STAKING DESIGN WITH GIS AND ASSET

MANAGEMENT LEADS TO EXPONENTIAL PRODUCTIVITY GAINS
Most electric utilities have implemented either a Geographic Information System (GIS) or
some type of mapping system. Many maintain an asset management system.
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Are you

conducting
business
by a roll
of the dice?

You are if you aren’t protecting your

mission critical information. &
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Managing risk is an important part of running a successful enterprise. Add the
challenges of content management, business procass automation, application
integration, requlatory compliance, records management, and disaster recovery
planning, and the risks increasea,

DIS technology leaves nothing to chance. DIS "Best of Breed" solution,
e-DMS ~Workflow, combines leading-edge software technology with

your current infrastructure of hardware, software and communications to
develop a customized system that stores, manages and distributes data and
document-based information.

* Save time » Save money * Improve member service

* Recover mission critical documents fast

* Maintain a detailed audit history of all pre and post-disaster processes
* Adhere to regulatory compliance and industry quality standards

Find out more about Electronic Document Management and Business Process
Automation solutions, at www.DISolutions.com, or call 614-575-9521 today.

Visit DIS at

TechAdvantage
Booth #511

Document Imaging Solutions, Inc. « BOD Cross Polnte Road, Sulte E » Gahanna, OH 43230 » 614-575-9521
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Blackout Next Steps:

any months have passed since the
historic blackout of August 14.
the Canada-U.S. Power System Outage Task
Force Interim Report, a number of next steps are

With the release in November of

clear. We need to move on the question of estab-
lishing mandatory reliability standards, and we
need to put in place policies that will ensure the
future investments required to safeguard long-
term reliability are made.

The report places the outage in its appropriate
historical perspective. For example, the outage
that resulted in the establishment of the North
American Electric Reliability Council (NERC),
the infamous 1965 Northeast Blackout, resulted
in the loss of 20,000 MW of load and affected
30 million people. The 1977 New York City
Blackout resulted in the loss of 6,000 MW and
affected 9 million people. The West Coast
Blackout of 1996 saw the loss of more than
28,000 MW, impacting 7.5 million people. In
this context, the outage last summer was indeed
historic, with a loss of more than 61,000 MW
affecting 50 million people.

CEA welcomes the release of the Interim Report
of the Canada-U.S. Power System Outage Task
Force. We believe it provides further arguments
in favor of mandatory reliability standards. As
the report demonstrates, the integrated grid was
not the cause of the outage; rather, it was the
failure to adhere fully to existing protocols and
standards. The need for mandatory reliability
standards, as identified in the report, is an issue
CEA has supported for a number of years. We
have actively promoted the creation of an inter-
national self-regulating electricity reliability
organization able to implement mandatory

This is a view widely shared on both sides of the
border. Reliability language in the draft Energy
Bill which failed to pass before the U.S.
Congress at the end of 2003 included the
creation of an Electric Reliability Organization
(ERO) that would have prepared and enforced
reliability standards. Whether this legislation is
re-introduced in the New Year or another
method is found to move towards enforceability
of standards, we need mandatory reliability
standards that are international in design and
operation, with regulatory backstop in Canada
and the U.S. The present system of voluntary
reliability standards must change, particularly as
electricity markets continue to evolve. However,
because the transmission grid is international
in scope, the focus must be on solutions that
are international as well. In order to ensure
reliability of the international grid, any
approach must be respectful of the jurisdictional
sovereignty of both Canadian and U.S.
regulators.

We must also be mindful of the importance of
the trading relationship between Canada and
the U.S. Any approach to reliability on the bulk-
power system must be developed through close
cooperation and agreement between both
countries. Anything less could impede future
cross-border trade and, more significantly,
undermine the reliability of the continental

bulk-power grid.

Establishing mandatory reliability standards for
the North American electricity system addresses
the day-to-day operations of the grid. To ensure
long-term reliability and meet growing demand
will require vast amounts of new capital
investment. There is an emerging consensus that

reliability standards. the transmission system needs substantial invest-
ment, as indeed do our distribution and
generation assets.
4 Electric Energy T&D Magazine — January-February 2004 Issue

Mandatory Reliability

Standards and Investment

By: Francis Bradley, Vice-President
Canadian Electricity Association, bradley@canelect.ca

The modernization of the electricity system will
not be a cheap or easy process. Recently, the
International Energy Agency produced a report
on energy investment requirements over the
next three decades. Globally, power generation,
transmission and distribution will require
investments in the order of $10 trillion.
Transmission and distribution will account for
more than half of global electricity-sector invest-
ment. From a North American standpoint, the
IEA estimates that over the next 30 years,
required investments in electricity will reach
$1.6 trillion.

Creating a more favorable investment and tax
climate for electricity, and boosting investor
confidence in the sector will be vital. Investors
have become wary of investing in an industry
affected by the Enron debacle, the telecom
market deflation, and the continued fallout
from September 11. As a result, analysts and
investors scrutinize energy companies with extra
care. Some companies have seen their ratings
downgraded, and many have restructured their
finances. All this has contributed to a rise in
capital costs. This lack of investor confidence
places an additional hurdle in the path of raising
the necessary capital for the construction of
needed generation and transmission projects
and could affect meeting the future needs of
customers.

Legislators and regulators should be mindful of
these realities. I hope that August 14 will indeed
spur the kind of action required to address both
the question of mandatory reliability standards
and the need for investment to build the North

American electricity system of the future. [
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Year after year millions of dollars in equipment and revenue are lost
with electrical damage caused by Ground Potential Rise (GPR).
Don't risk becoming a part of this statistic!

Protect your business with Positron's Teleline or TeleLite Isolators.

Positron has been providing the highest guality amd most reliable communicationline protection for over 30 years.
With the recent introduction of TeleLite For optical iselation, Positron has become the only company that offers one-stop
shopping for both copper and fiber based tsolation solutions. To receive our free information booklet on how to protect

your communication lines from GPR contact us at 1-B88-577-5254 or visil our web site al www,positronpower.com,
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ABB Signs 4+ Year Maintenance and

Upgrade Agreement with CFE

Contract will keep utility’s SCADAIEMS system
on the cutting edge

Sugar Land, Texas, November 4, 2003 — ABB, the leading power and
automation technology company, has been awarded a contract to maintain
the SCADA/EMS systems at Mexico’s national grid operator, CFE
(Comisién Federal de Electricidad). The “Technological Upgrade and
Maintenance Project” will ensure that CFE’s installation of ABB’s Network
Manager system are kept up to date over a four and a half year period.

The multi-million dollar contract is the largest single order of its kind
ever received by ABB, and will incorporate the following elements:
Hardware replacement and expansion
Software updates including new functional enhancements
System upgrades
Customer personnel training
New software development and maintenance tools
24171365 telephone support
Remote diagnostic capability

Oooooogoao

Periodic on-site specialist visits to audit the systems and recommend
preventive and corrective maintenance

O

Periodic technical and executive meetings
O User group meeting attendance

Attention

COOPs
and MUNIs!

Your Wireless AMR
solution has arrived!

It's Long Range
and You Own It!
No Recurring Costs!

= 15 Minute Interval
» Real Time -
On the Internet
* Load Management
= Time of Use
= Nlore!

AdvancedAMR.com

Advanced Energy Management Solutions

Learn More! Visit on the web at
www. AddvancedAMR.com or call B66-826-T660

6 Electric Energy T&D Magazine — January-

The CFE installation is made up of 18 individual systems, originally
installed in 1999, which are hierarchically configured in three levels
(national control center, area controls centers and zone control centers).
CFE recognized the importance of a systematic approach to system mainte-
nance and upgrades in maintaining the systems in their optimum opera-
tional capability. This new comprehensive “evergreen” agreement will
provide the company with the continued system maintenance and support
needed for investment protection and reliable operations.

ABB (www.abb.com) is a leader in power and automation technologies
that enable utility and industry customers to improve performance while
lowering environmental impact. The ABB Group of companies operates in
around 100 countries and employs about 133,000 people. The company’s
U.S. operations employ about 10,000 in manufacturing and other facilities
in 40 states. [J
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New Utility Load Profiling
Meter with Load Control,
Alarming, Net Metering and
Other Advanced Functions
Installs Anywhere
— No Sockets, CT Cabinets or
System Shut Down Required
ARLINGTON, TX——MeterSmart,
a subsidiary of Hunt Power, L.P, and a

leading provider of data collection, processing, web-enabled data applica-
tions and metering hardware for utilities, announces the immediate
availability of the MeterSmart 5000 Load Profiling Meter. Manufactured to
utility-grade billing and security specifications, the MS5000 is designed to
help utilities cost-effectively obtain interval data for load research, revenue
billing, outage detection, load management and energy information services
for resale to their customers. The meter provides a number of features to
benefit utility customers, including ANSI C-12 certification, security
encryption, pulse synchronization, billing determinants, integration with
MV-90 software, and more.

The MS5000’s split-core current sensors may be non-invasively installed
around the electrical feeds being measured, ensuring a safe meter installation
every time without powering down the load. The meter requires
neither CT cabinet nor socket for installation and may be located in any
convenient location (not just the electrical room). Available in a broad selec-
tion of standard three-phase delta and wye voltage and current ranges, the
MS5000 meter provides: kWh (usage); kW (demand) with peak date and
time; real-time load in kW and kVAR; and per phase voltage, kW and
amperage display. The meter can store up to 36 days of data collected in
15-minute intervals, or up to 12 days at five-minute intervals.

The MS5000’s net metering option is ideal for facilities with self-
generated power sources, allowing users to determine net power by
measuring the amount of energy delivered by the power source (or utility),
as well as the amount of excess power returning to the electrical grid. This is
an especially valuable feature in areas where utilities give power credits. The
MS5000 can even distinguish between delivered and received power when
the two occur simultaneously on different phases. The meter also




RES 521 Terminal for Synchronized Phasor Measurement
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WIDE AREA MONITORING
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provides a third data channel to store reactive
(kVAR) data in its interval data readings, which
may be viewed using Windows-based Automatic
Meter Reading system software (sold separately),
either on site or remotely via modem. Targeted at
small-to-medium sized commercial and industrial
users, the MS5000 provides programmable alarm
and control functions that may be used to shut
down selected equipment, or start a generator to
supplant the utility supply in order to sustain
demand at a lower level.

Standard features include RS-485 communica-
tions for serially connecting up to 52 MS5000 meters
via 4-conductor communications network (up to
4000 feet) or via optional 14.4K baud modem. Other
communications options include wireless, Internet
and Ethernet. External inputs from water, gas, BT'U,
etc., meters are also supported. The MS5000 is UL
listed, CSA certified, and meets or exceeds ANSI C12
National Accuracy Standards. Other features include
installed current sensor diagnostic capability, optional
cellular modem, and accessories. The meter physically
measures 97 (H) x 6” (W) x 3” (D).

For further information: www.metersmart.com.
Price: Under $1000, with volume discounts
available; includes modem; ships with or without
split core current sensors

Availability: Now

Delivery: Utility inquiries welcome; call factory
for program details, estimated delivery, etc. [
For Further Information, Vance Hall,

VP Utility Operations, MeterSmart, L.P.

Email: vhall@metersmart.com
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US Energy Consumers
Starting to View and Pay More

Utility Bills Online—Still Lag Well Behind
Canada, According to Platts Studies

US consumers are slowly starting to view and
pay their electricity and natural gas bills online, but
Canadians are far more likely to use the Internet for
that purpose, according to two recent studies
conducted by Platts Research & Consulting. In
North America over 2% of udility customers are
now viewing and paying their utility bill using their
local utility’s Web site or consolidator Web sites
such as Checkfree, Metavante or Yahoo. In the
United States a further 1.7% of consumers are
paying their utility bill directly at their bank’s Web
site. In Canada, 27.1% are going to their bank site
to pay their utility bill.

For the purposes of the study, Platts Research &
Consulting contacted a representative group of
North American electric and gas companies, and
completed a market survey of consumers. Andrew
Heath, director of the E Business Service at Platts
Research & Consulting noted that “the adoption
rates varied widely within the group of utilities we
contacted. Some still had adoption rates below 1%
whereas some had over 4% of their customers
regularly using their online billing services.”

Tia Hensler, director of market research at Platts
commented that “a further 5 to 10 percent of con-
sumers not using these services are now saying they
are very or somewhat interested.” [
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Options allow easy climbing

of CCA poles

The economy and ready availability of treated
wood poles are widely recognized, and a 50-year
limited warranty from some producers confirms the
rot-resistance provided by CCA preservative. But
what about climbability? Many poles must still be
climbed, at least occasionally, and, despite their
numerous desirable features, CCA poles have
surfaces that may not allow as deep a gaff penetra-
tion as oil treatments do.

Now utilities do not have to give up climbabili-
ty to gain the protection of CCA. In fact, three dif-
ferent systems have been devised to enhance
climbing of CCA poles, and more udilities are
choosing one of them for their distribution poles.

Wolmanized® ET® poles. After treatment with
CCA, these poles undergo a second step in their
processing. An oil emulsion is injected into the
outer layer of the pole, serving as a lubricant and
making the pole easier to climb. This option
provides long-lasting climbing enhancement. In
climbing trials, linemen rated ET poles as easy to
climb as penta poles, even after 14 years of
exposure.

Wolmanized® This is an

economical choice, especially recommended where

Extra™ poles.
climbing enhancement is desired for a limited time,
usually during installation and for the first three
years of use. In the treatment process, a water repel-
lent wax additive is driven into the pole along with
the CCA. It reduces weathering and results in
greater pliability in the pole shell.

CCA-PA  poles.

climbing treatments involves a patented polymer

Newest of the enhanced

additive technology. The treatment was
a_major Canadian
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and Arch

Wood Protection, a

utility,

U.S. company and
leader in wood preser-
vation. The additive
is forced into the pole
along with the preser-
vative, and then the
pole is heated, which
polymerizes the addi-
tive forming an insol-
uble network within

the pole.

Each of these options retains the benefits of
CCA preservation, including effective resistance
to termites and fungal decay, clean-to-the-touch
surface, no need to rotate stored poles, and no
need for remedial treatment. In addition, they
offer the benefits of wood — easy framing and
on-site modification, low electrical conductivity,
low thermal expansion, renewable resource,
carbon storage, and low energy requirements for
manufacture. [J
More information on ET, Extra, and
CCA-PA poles can be obtained from leading
pole producers or by contacting
Arch Wood Protection, Inc., 770-801-6600
www.wolmanizedwood.com.
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Telvent announces agreement
with Echelon to expand worldwide
market for Intelligent Electricity
Metering

San Jose, CA, USA and Madrid, Spain —
Telvent, the information technology subsidiary of
Abengoa, (MCE:ABG.MC), one of Spain's
largest applied engineering, process management
and information technology companies, and
Echelon Corporation (NASDAQ: ELON),
creator of the LonWorks® device networking
platform and the worldwide leader in intercon-
nected and Internet connected networking
devices, today announced that they have entered
into a Value-Added Reseller (VAR) Agreement to
allow Telvent to resell Echelon’s Networked
Energy Services (NES) system for intelligent elec-
tricity metering.

According to Manuel Sdnchez, Telvent’s Chief
Executive, “We believe that Echelon’s NES
system will greatly expand the market for
metering systems, and that is why we are
adopting it as the basis of the metering systems
that we will offer to our utility customers world-

wide,” He added “The NES system enables a
broad set of services that bring cost savings,
efficiency gains, and revenue enhancements by
transforming the electrical infrastructure into a
two-way communicating network with new
intelligent meters. We gain a complete, reliable,
cost-effective meter-to-operations center infra-
structure through which we can extend our utility
applications business by building our solutions
on the NES system. The NES system provides a
very compelling business case to our customers.”

The NES Value-added Reseller (VAR)
program enables companies providing products
and services to the utility industry to adopt and
adapt the NES infrastructure as the basis for their
end-to-end metering solutions sold under the
NES Powered by Echelon branding program. It
creates an opportunity for companies to offer
high-value project management and installation
services, software applications, new services such
as outsourced meter reading, and meters
customized for local market needs—built upon a
highly reliable, highly functional, field-proven
network infrastructure consisting of enterprise
software based on the Echelon’s Panoramix™
enterprise software platform, powerful IP
connected data concentrators, and a family of
intelligent, communicating electricity meter
boards that can be built into customized meters
by the VAR.

“We are pleased to announce Telvent as our
first NES value-added reseller partner,” said Mr.
Ken Oshman, Echelon’s CEO. “Telvent brings
several important attributes to the NES program.
They have extensive expertise in large-scale
project management, software applications
development, and the coordination of large
installation teams. They have existing relation-
ships with many utilities, especially in Spanish
speaking countries. Telvent also represents a
potential second source of NES compatible solu-
tions, which is important for many utilities as
they look to adopt a new metering platform. The
result, we believe, will be an increased adoption of
our NES system infrastructure worldwide.”
About Echelon

Echelon Corporation is the creator of the
LonWorks platform, the world’s most widely used
standard for connecting everyday devices such as
appliances, thermostats, air conditioners, electric
meters, and lighting systems to each other and to
the Internet. Echelon’s hardware and software
products enable manufacturers and integrators to
create smart devices and systems that lower cost

10 Electric Energy T&D Magazine — Janua

increase convenience, improve service, and
enhance productivity, quality, and safety.
Thousands of companies have developed and
installed LonWorks products and more than 30
million LonWorks enabled processors have been
shipped for use in homes, buildings, factories,
trains, utilities and other systems worldwide.
(www.echelon.com.)

Echelon, LonWorks, and the Echelon logo are
trademarks of Echelon Corporation registered in
the United States and other countries. Panoramix
is a trademark of Echelon Corporation in the US
and other countries.

About Telvent

Telvent, Abengoa's Information Technology
subsidiary, specializes in IT solutions with high
technological added value for specific industrial
sectors such as Energy, Environment, Traffic,
Transport, Telecom and Public Administration.
Telvent is a leading supplier to these industries in
Spain, North America, Latin America and Asia.

With over 40 years experience in industrial
supervisory control and business process manage-
ment systems, Telvent executes projects and
provides technical services in the field of mission-
critical, realtime control and information
management. With the most comprehensive
portfolio of outsourcing and consulting services,
and employing a technology-neutral philosophy,
Telvent manages IT and telecommunications
infrastructure for an extensive international client
base. (www.telvent.com)

About Abengoa

Abengoa, an industrial and technology
company with worldwide operations, provides
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and is listed on the Madrid Stock Exchange.
Abengoa operates in four primary areas:
Bioenergy, where it is the second largest world-
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Integrated Outage Management: Leveraging Utility System
Assets Including GIS and AMR for Optimum Outage Response

Utilities today are adopting improved metrics for measuring
network reliability that can best be achieved by integrating

their outage management systems with other system assets
By: Edmund P. Finamore, RE., President, ValuTech Solutions

t was not that long ago that utility compa-
nies’ outage management systems consisted

|

radio dispatcher, all working in harmony to

of a call center, trouble ticket system and

summon a trouble crew and restore service for the
occasional “no light” service call. This system
actually worked quite well in an era when
computers didn't dominate our society, manufac-
turing processes were far less sophisticated and
the public was in general much more tolerant of
occasional power outages. In those days,
customers were more forgiving of their
dependable home town utilities, in part because
there was less dependence on electric service in
the workplace and less reliance on the comforts
and convenience of electric appliances in the

home.

In today’s world, however, demands for
reliable electric service have grown to the point
where a utility’s primary goal is providing
improved network reliability as measured through
optimization of power delivery performance and
reductions in the frequency and length of
customer outages. This point was dramatically
driven home recently, when a series of unexpected
network transients and outages contributed to the
August 14, 2003 blackout which placed a signifi-
cant portion of the Northeastern U.S. and
Canada into extended darkness.

While the key reliability measures are quite
easy to monitor, identifying and implementing
utility outage response process improvements is
much more difficult to achieve. As utilities install
outage management systems designed to improve
performance in these areas, it has become
increasingly apparent that stand alone outage
systems cannot produce the more demanding
results expected from top management and an
increasingly more sophisticated customer base.

Organizational Changes Reflect
Increased Public Scrutiny

Under the ever brightening light of increased
public awareness including the growing dissatis-
faction with “clock blinking” and other annoying
symptoms of interrupted service, many utilities
have begun taking some initial steps to address
the problem, such as migrating to process based
organizations that are better able to focus on the
system oriented characteristics of outage analysis
and response. Improving network reliability
encompasses a significant number of variables
that many believe are best addressed by adopting
a system vs. departmental focus. While the key
reliability metrics are easy to identify, relevant
process inputs are less certain and may actually
come from other processes located outside the
outage management process organization.

A process based organization, for example,
may have adopted an Enterprise Asset
Management model as its corporate business
strategy to manage overall utility assets and
improve return on investment. The company’s
AM/EM/GIS systems, with their work
management, supply chain and mapping
capabilities, will typically fall under the EAM
umbrella. Yet, the locational information of
corporate assets provided via GIS can also make
a valuable contribution to system reliability.
Similarly, a utility’s advanced metering (AMR)
systems are typically found within its revenue
cycle services business process. While traditional-
ly held to be the utility’s “cash register” with a
primary purpose to support customer billing,
many meter devices utilized in automated meter
reading systems are also capable of providing
outage alarms at the initial stage of a power
outage. Frequently, these meters will eventually
provide service restoration notification, which
can be an invaluable benefit to system operators
attempting to confirm that power has been
restored without resorting to labor intensive site
visits or customer callbacks.
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Leveraging Multiple
System Inputs

Together, a utility company’s mapping and
AMR  systems can provide the additional
customer status and locational information neces-
sary to advance outage management capability
beyond the standard system inputs of SCADA
systems and call center telephone activity. While
these traditional methods of obtaining outage
information are certainly valuable, they cannot
provide sufficient granularity or the geographic
visibility necessary to deploy work crews in the
most efficient manner. The addition of real time
the

customer’s location can provide the missing ingre-

outage information originating from
dient for efficient outage response, particularly
during the occurrence of major outage events
when outage management systems are needed the
most.

Of course, the downside of providing this
additional data is that a sophisticated system is
needed to manage the large amount of informa-
tion generated from so many diverse sources. A
well designed, fully functioning interactive outage
management system will provide several opera-
tional layers that perform essential tasks related to
outage detection, analysis, diagnosis and restora-
tion. Sophisticated knowledge based outage
systems are capable of identifying the various
types of inputs, evaluating them by reconciling




the divergent system, subsystem
and endpoint sources, diagnosing
the most likely causes(s) and
current status, and then transfer-
ring this knowledge in a manner
that efficiently udilizes the udility’s
available restoration resources.
Outage management systems are
all about the efficient transfer of

actionable information concerning

Schlumberger/CellNet MicroCell
Controller

L changing network status from a
wide range of data inputs.

The ultimate focus of this
process is of course the customer who, in addition to wanting power restored
immediately, must be constantly updated with system status. “When will my
power be restored” is the customer mantra most often heard by call center
personnel during storm conditions. Intelligent analysis of meter data
including integration of meter status with other sources of outage informa-
tion, when augmented with field and system supplied restoration progress,
can bring about the improved restoration diagnosis and prediction capabili-
ties that enhance customer images of utility efficiency and dependability and
improve customer satisfaction.

Vendors Are Getting the Message

Outage management system suppliers are beginning to recognize this
need and are responding with newly developed or acquired integrated
solutions. General Electric, for example, has formed GE Network Solutions
and has augmented its Smallworld Design Manager GIS system with its
PowerOn software used for monitoring network status and providing remote
workforce dispatch. Together, these applications can provide a holistic
approach to network design, infrastructure location and efficient workforce
management that should significantly improve outage response time. a

Similarly, Intergraph has announced the availability of its InService
outage management system, which should function closely with its
FRAMME geospatial mapping software. The ability to support outage
reporting and analysis functions through use of geospatial information, and
then integrate them with workforce management should provide a powerful
integrated platform for effective and more timely outage response. Detroit
Edison has implemented Intergraph’s InService solution and also hopes to use
the system data generated for network preventative maintenance to improve
overall system reliability.

By some accounts, CES International has also achieved significant
success in penetrating the outage management system market, with its
Centricity software solution gaining increased acceptance among utilities
installing outage systems. The Centricity product suite is designed to
integrate a variety of distributed information based systems, such as SCADA,
AMR, GIS, workforce management and CIS, and its ability to support
outage event tracking for future network analysis and reporting purposes

should provide added utility benefits.

This year, Baltimore Gas & Electric was added to the list of Centricity
users who hope to reduce outage restoration time and improve customer
satisfaction, particularly during large storm events, by making effective use of
its system status monitoring and predictive capabilities. CES’s Operations
Resource Management System was created to handle a complex array of

system inputs from a udlity’s enterprise applications, and to efficiently
process this data to optimize outage response. “Centricity is a powerful,
integrated outage management solution with real time information manage-
ment capabilities that set it apart from other systems”, claims Don
McDonnell, Chief Marketing Officer for CES International. “The
Baltimore Gas & Electric implementation again demonstrates the value that
utilities place on having accurate real time outage information for predicting
restoration time and providing efficient workforce response.”

Increasing Value of AMR

Perhaps no utility application possesses as much upside potential for
improving outage response time as automated meter reading (AMR). For
utilities fortunate enough to have a fixed network AMR system, the benefits
of near real time communication of meter originated outage alarms can be
significant, and could eventually dwarf the value of call center notification as
the primary method of customer initiated outage reporting. The automatic
notification capabilities inherent in many network AMR systems can greatly
accelerate the customer notification process that, even with the advent of
sophisticated IVR systems, often experience significant delays during periods
of heavy call volume.

PECO Energy has begun experimenting with use of their
Schlumberger CellNet AMR system for outage detection purposes, for exam-
ple. Hurricane Isabel recently provided them with a significant storm-related
opportunity to pilot their new outage notification capabilities, and informa-
tion provided from this study has demonstrated that use of network AMR
data can be especially helpful to PECO in responding to storm-related events
when efficient workforce management is of utmost importance.
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At Indianapolis Power & Light, The
Schlumberger CellNet AMR system is already
being used to augment their M3I outage system

by processing incoming alarms initiated at the
meter level for nearly 470,000 customers covered
under their AMR fixed network. In addition to
CellNet’s Power Outage Application (POA)
functionality that delivers timely meter initiated
outage information to IPLs Operations Center,
the network’s Real Time Verification (RVA) appli-
cation provides additional positive verification
that power has been restored. Barry Feldman,
IPUs Director of Distribution Operations, is
pleased with the results so far. “We have just
begun to tap the potential of AMR for expedited
notification of customer service interruptions”,
claims Barry. “Clearly, the benefit of having near
real time notification of power outages is huge
when one considers the dramatic future impact
meter outage alarms should have in shortening
service restoration times.”

As utilities continue to develop their AMR
deployment strategies and prepare detailed busi-
ness cases, it is appropriate to include outage
detection as a key benefit of AMR. While admit-
tedly the dollar saving benefits can be difficult to
quantify, the overall contributions of AMR can be
significant if a fixed network solution is imple-
mented, both in terms of reducing outage related
lost revenue and in improving customer satisfac-
tion by shortening outage times. And the
resulting improvements in CAIDI and SAIFI
statistics, key metrics for measuring outage
management performance, are the icing on the
cake for operations managers striving to improve
system performance.

Outage Management-
The Ultimate Human-Machine
Interface

Reorganizing the utility to better manage
complicated processes such as outage manage-
ment can be a good first step towards the goal of
obtaining improved outage system performance,
if an effective cross functional organization is
created and the business processes and metrics are
fully understood. No other system contains such
a complicated mixture of human and equipment
interfaces, that must function seamlessly at low
levels (routine no light calls) while also being able
to scale rapidly and efficiently to quickly redeploy
utility assets in the event of storm conditions.

Successful outage management systems must
be able to receive and manage large amounts of
incoming data from multiple data sources, and
then to translate this data into actionable work
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order information that is received at the front line
by work crews, troubleshooters, line engineers
and even outside contractors who are occasionally
called on to provide additional support during
periods of severe weather conditions. The results
of their efforts must then be accurately reported
back to the system operator to adjust and
reschedule remaining work, and then to update
the public on the changing status of utility
restoration efforts. The ability to successfully
manage many utility system inputs coming from
other systems such as SCADA, GIS and AMR
will ultimately determine the overall effectiveness
of this virtual human-machine interface, and
define its ability to produce the necessary outage
management improvements required by company
management.

Conclusion

As utilities come under increasing pressure to
improve their outage response capabilities, it has
become increasingly apparent that traditional
stand alone methods of outage response will not
get the job done. Organizational changes under-
taken by some utilities are already beginning to
reflect the commitment of top management to
make significant improvements in this area, and
sophisticated new interactive systems are being
implemented to facilitate these improvements
while at the same time protecting other key
corporate financial metrics such as profitability
and earnings per share.
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The real way to accomplish these seemingly
conflicting goals is, of course, through improve-
ments in productivity. Optimization of utility
assets and improvements in labor productivity
can together bring about desired outage manage-
ment performance gains without affecting
performance in other areas if they are leveraged
successfully and organized in a manner that
produces synergies for the entire corporation. It is
only in this manner that an optimum solution for
outage response can be found that meets the high
expectations of top management and satisfies the
growing interests of state regulatory commissions
reacting to increasing customer concerns. [
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If any of the
following are
preventing you from
getting your SCADA
project off the
ground, outsourcing
to a SCADA service

provider is worth
consideration.

Approval for a large capital budget
No capital investment required.

Project risk

SCADA service providers offer a
system that has already been tested,
debugged, and proven through
multiple deployments.

Restricted schedule
SCADA service providers can deploy a
system in weeks rather than months.

High system reliability (uptime)
requirement

The best SCADA service providers
guarantee uptime through Service
Level Agreement.

Scalability requirement

SCADA service providers allow you to
buy only what you need, so you can
pay for 1 asset now, and add 1,000’s
incrementally over time.

System maintenance resource
limitations

Maintenance is the responsibility of
the SCADA service provider.

Project team resource limitations
No project to manage. The best
SCADA service providers offer a
turnkey solution.

High network security requirement
The best SCADA service providers
operate systems with the highest
level of security

Communications system expertise
resource limitations
Communications system is the
responsibility of the SCADA service
provider.

. Technology obsolescence
SCADA service providers rely on
proven best available technology to
maximize quality of service.
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Outsourcing Makes

SCADA Affordable for EVERY Application

By: Donald Wallace, Chief Operating Officer, M2M Data Corporation

ave you ever wanted to install a
SCADA (supervisory control and data
acquisition) system to monitor and

control remote equipment or some other asset,
but simply couldn’t afford to? Well maybe you
should take another look. New technologies have
drastically changed the price/performance equa-
tion to a degree that makes it feasible to use
SCADA in almost any application.

A unique combination of modern communi-
cations systems and Internet SCADA technology
makes it feasible to monitor and control almost
anything anywhere in the World from a single
SCADA system--quickly, with no capital invest-
ment, and no risk.

Is it for you?

The cost-effectiveness of these new SCADA
solutions makes it possible to implement remote
monitoring and control of a wide range of equip-
ment that has not been served by traditional
SCADA. Application examples include:

¢ Reclosures
e Transformers
¢ Remote Meters

Although remote monitoring of these types of
equipment has clear benefits (improved uptime,
planned maintenance, reduced field technician
costs, etc.) the value is often relatively low and
simply cannot be achieved through the use of
traditional SCADA. Outsourcing eliminates the
traditional approach and its high resource
requirements to plan, execute, and maintain the
system.

New technologies and vendors who take
advantage of new communications and Internet
technologies offer the benefits described above
without the demand on user resources. This
is possible because the vendor takes responsibility
for supplying a turnkey SCADA service that
includes system planning (including technology
selection), installation, and operation of the
system. So users sign-up, collaborate on
customization issues (if any), and then start using
SCADA data to improve operations and the
bottom line.

How’s it done?

The advent of the public Internet, which uses
open data communications protocols, services,
and data formats, offered the promise of
interconnectivity and interoperability for all data
communication applications—and one of these
applications was SCADA. As a result, many busi-
nesses have investigated the use of open standards
as a way to integrate SCADA data into enterprise
IT systems. Others developed Internet SCADA
systems hardware and services to make SCADA
data inherently compatible with enterprise
systems. The result was the emergence of a new
approach: outsourced turnkey SCADA services
that are totally compatible with enterprise IT
systems provided on a subscription basis.

Outsourced-SCADA vendors have a natural
incentive-customer service-to minimize cost
while maximizing security, integration, interoper-
ability, and system availability. Without a high
level of customer satisfaction, the opportunity to
outsource doesn’t exist.

Affordability

The low cost of outsourced SCADA services is
one of the key benefits of the approach. The cost
of software development, data center construc-
tion, operation, and maintenance is borne by the
outsourcing vendor, and is therefore shared across
the vendor’s customer base, thus lowering the cost
to each customer.

The same reasoning may be applied in other
SCADA design and operational costs including
software and data communications R&D, and
data communications services.

Outsourcing eliminates SCADA software
license costs. In an outsourced arrangement there
are no software licenses to purchase, and no
ongoing software maintenance fees to pay. Users
access their data from secure web servers using a
standard Internet browser from anywhere with
Internet access.

The total cost of any SCADA system
implementation is affected by a wide variety of
factors. In cases where there are very large numbers
of remote locations in single system, it is
critical that all components of the solution be
engineered to eliminate needless cost. Traditionally,
one of the single largest costs has been remote



communications, a barrier that is being removed
by new satellite services. These new services
are engineered to provide cost-effective trans-
portation of data using inexpensive terminals.
There are even low-power (and self-powered)
units available where power supply is limited
or nonexistent.

Awvailability

Outsourcing SCADA vendors have made
investments in data center equipment (servers,
switches, router, redundant communications,
backup power, physical security, etc.) that cannot
generally be justified for a single SCADA project.
The ultimate benefit to a user is higher system
availability—a benefit that some vendors stand
behind by offer service level guarantees.

Integration and Interoperability

The open architecture of an Internet-based
SCADA system combined with appropriate field
equipment makes it possible to develop integrat-
ed and interoperable SCADA systems. The keys
to interoperability are data format and transmis-
sion protocol standardization, and existing
Internet standards provide an ideal solution.

Extensible Markup Language (XML) is
already the defacto standard for most ecommerce
data transmission. XML was developed to bring
greater flexibility and interoperability to web
applications. It is a meta-language for describing
markup languages and therefore does not specify
semantics or a tag set. In other words, XML pro-
vides a facility to define tags and structure. XML
provides flexibility not available from HTML
because the programmer has the freedom to cre-
ate tag sets and semantics.

The data transmission protocol used on every
web site, Hyper Text Transfer Protocol (HTTP),
is ideal for Internet SCADA because it is firewall
friendly and allows web servers to be used to con-
trol data transmission. There is also a version
called HTTPS, which provides authentication,
and encryption, which are critical security com-
ponents. The alternatives, TCP/IP or UDP,
require the cooperation of the customers IT
department to open ports on servers and thereby
introduce potential for cyber attack.

Security

The benefits of using an outsourced Internet-
based SCADA service outlined can be achieved
while increasing the level of security normally
provided in a traditional SCADA system.
Experienced outsourced SCADA vendors have
implemented processes, procedures, and tools to
address availability, integrity, confidentiality, and
protection against unauthorized users.

Availability: System up time is maintained at
the highest levels through use of redundant
servers. Firewall protection is provided at all
remote network nodes and servers, along with
automated monitoring to detect DNS attacks.

Integrity: Systems ensure data is not modified
or corrupted through use of encrypted data
signatures, authentication to restrict access, etc.

Confidentiality: Systems ensure restricted
access to data through use of encryption, and to
the system by employing authentication such as
Secure Socket Layer.

Protection against unauthorized users:
Multi-layered password protection is generally
provided at all levels in the system.

Should you consider
outsourced SCADA?

Outsourcing simplifies the planning, funding,
deployment, and maintenance of SCADA
systems. Project risk may also be reduced to near
zero by selecting a provider that includes service
level agreements as art of its scope of supply.

So, if resources, human and capital, are
limited, if the schedule is short, and you're risk-
averse, outsourcing may be an ideal solution.
Choosing an outsourcing vendor that offers an
Internet-based service will provide an additional
benefits: low cost, and the ability to integrate
SCADA data into your enterprise I'T system. [J
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DistribuTECH 2004 Promises to Deliver for

Since its inception in 1991, DistribuTECH (then known as “DA/DSM”) has been the leading forum for
professionals active in power delivery and related customer service technologies. From its humble beginnings
as a small conference with a dozen table top exhibits, DistribuTECH is now a truly world-class conference
attracting thousands of industry professionals, with hundreds of leading companies filling the exhibition hall.
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The 2004 edition of DistribuTECH is
being held January 20-22 in Orlando, FL
USA at the Orange County Convention
Center. In addition to the conference’s
traditional focus on utility IT and
automation, the conference scope is
expanding in 2004 to include T & D
equipment and water utility IT and
automation. Major technology and
equipment areas covered include:

Utility Automation & IT

e AM/FM/GIS ¢ AMR Systems

e Communications Systems

e Telecommunications

e Data Acquisition Systems

e Distribution Automation Systems

e Energy Management Systems

¢ Flexible ac Transmission Systems
(FACTS)

¢ Load Management Systems

* Mobile Computing Hardware

e Mobile Work Force Management
Systems

* Wireless Communication

e OQutage Management Systems

e SCADA Systems/Equipment

e Security Systems

e Substation Automation Systems

e Line Design Software

T & D Equipment

* Breakers ¢ Cable

e Capacitors

e Diagnostic/Monitoring Equipment
e Enclosures

¢ Insulators

e Metering Equipment
® PLCs ® Poles

* Protective Relays

® RTUs

e Substation Equipment
* Switchgear

e Towers

* Transformers

* Vaults



Water Utility Automation & IT
e Meters & metering systems
e Automatic meter reading and related
equipment and technologies
e Customer Information Systems,
including hardware and software
e SCADA
e System Monitoring & Control
e Communications & Telemetry
e Software & Hardware
e Pump & Motor Control and Monitoring
e Flow, Level and Pressure Monitoring
e Security Systems
e Energy Management
e Geographical Information Systems
(GIS): Mapping systems, hardware &
software
DistribuTECH kicks off with the
Keynote Address on Tuesday, January
20", Featured Speakers are Nora Mead
Brownell, Commissioner, Federal Energy
Regulatory Commission; H. William (Bill)
Habermeyer Jr., President & CEO of
Progress Energy Florida; and Joe Weiss,
Executive Consultant, KEMA, Inc. Also
invited to speak is Senator Bob Graham
(D-Florida) who may address the crowd
in his capacity as chairman of the Senate
Select Committee on Intelligence in the
107" Congress.

COMPANY BOOTH
4Datalink ... 1542
ABBINC. ... 1401
Access Spectrum, LLC..................... 116
Advanced AMR Technologies, LLC ..1344
Advanced Control Systems, Inc........ 911
Advantica ... 243
AIRDESK, Inc. ................................847
Alligator Communications ... . 1215
Ametek Power Instruments ... 948
AMRA

AMREL Corporation
AMRON Technologies, Inc................
Applied Systems Engineering, Inc. . 947

Arbiter Systems, Inc. ... 1439
ARCOS ... 1510
ArKion Systems ... 1514
Armilian Technologies, Inc...............1433
Avista Labs ... 1047
AvistarInc. ... 344

Axiom Corporation (Mobility) ... . 1515

BARCO Control Systems ...

The conference includes nine concur-
rent tracks with sessions presented by
leading industry professionals from the
user, consultant, and supplier communi-
ties. The exhibition includes over 200
companies, from small niche solutions
providers up to large, turnkey solution
providers.

DistribuTECH also features the
popular Utility University (“UU") precon-
ference seminar series. While the UU
sessions are not part of the DistribuTECH
program, they are very popular as they
give attendees an opportunity to explore
leading edge topics with industry leaders
in greater detail than what could
normally be covered in a conference
session. Topics covered in the various UU
sessions include Cyber Security, AMR,
Communications Technologies and
Protocols, and Distribution Automation.
UU’s 21 sessions are being held in the
Orange County Convention Center on
January 18 - 19, 2004.

Additional information about
DistribuTECH can be found at
www.DistribuTECH.com.
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WIRELESS REMOTE
CONTROL

Remotely turn any electrical device
On or Off using existing paging
or satellite service. All products are
fully programmed and ready to
install. Secure activation via a web
interface. No infrastructure required.
Thousands of installed points
throughout North America.

CEO-700
Whole House Disconnect

200 Amp Rating
Perfect for troubled accounts and
seasonal buildings

PTI-L.C
Load Control Receiver

For control of two HVAC units and one
water heater. Control thousands of
points with a single command

SC1500

Ultra Reliable, low cost control with
verification using the ORBCOMM
satellite Network. Worldwide
coverage. Perfect for On Off
control, site monitoring, and outage
notification

it
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Phone: (303)337-4811
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www.nighthawksystems.com
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Dis-Tran is the premier supplier and designer of high voltage

~ engineering, project management, procurement,
. and manufacturing services for coordinating and
supplying materials, support structures and
transmission towers for the utility markets

Dis-Tran offers:

substations and transmission projects through 765 kV.

DIS-TRAN

4725 Hwy 28 E, Pineville, Louisiana 71360

Tel.: (318) 448-0274 » Fax: (318) 445-7240
Web Site: www.distran.com

Circle 74 on Reader Service Card

Electric Energy T&D Magazine — January-February 2004 Issue 21




For more information
on Elster’'s new
EnergyAxis System
with intelligent two-way
communications,

call us today or visit
our web site.

ELSTER 4
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Elster Electricity’s EnergyAxis® System
with New Intelligent Two-Way Communications

n today’s highly competitive global arena, the utility industry

faces challenges and opportunities never seen before.

Change has become constant, with innovation the standard
rather than the exception. Reducing costs, enhancing customer
service, and improving operational efficiencies are business
strategies common to every company looking to remain
competitive and operate profitably.

As a world-class provider of electricity metering products,
communication solutions, and metering automation systems,
Elster Electricity is a company aggressively pursuing those
challenges. According to Ronald B. Via, vice president of sales
and marketing, "Our goal is to increase customer revenues
through innovative solutions and reduce costs through stream-
lined operational strategies. The introduction of our EnergyAxis
System represents a major advance in network metering
communications and extends beyond typical automated meter
reading solutions. It reflects our continued commitment to these
goals and enables our customers to compete effectively in a
changing environment."

The Power of
Two-Way Communications

Built on 900 MHz unlicensed radio communications technology,
the EnergyAxis System’s new, fully automated, intelligent two-
way communications makes on-request meter reads and server-
initiated commands a reality. Its powerful two-way communica-
tions, coupled with Elster's new electronic single phase REX"
meter, enables utilities not only to read meters, but to change
energy, demand, or time-of-use rates as needed, as well as start
or stop load profile interval recording, or initiate a service dis-
connect. To further enhance a utility’s customer service capabil-
ities, the system can automatically receive neighborhood power
outage or restoration data, local voltage conditions, outage
counts and other information.

Engineered for optimum flexibility and functionality, the
EnergyAxis System supports targeted deployments of hundreds
or thousands of meters, up to full-scale multi-million point
installations. Its flexible two-way communications architecture
assures greater wireless coverage through the implementation
of a mesh network in which individual REX meters can function
as repeaters. Since each meter can be designated to receive
and transmit messages from other meters, the EnergyAxis
System works in areas where obstacles may exist.

Meter Readings When
and Where You Need Them

Locked gates, unleashed pets, or indoor meters all reduce
operational efficiencies, drive up metering costs, and reduce
revenues. With the EnergyAxis System, these barriers as well as
associated problems of estimated bills or rescheduled meter
reads are eliminated. High turnover areas, like apartment
complexes, universities, and military housing, represent costly

service areas, requiring repeated trips to obtain move-in and
move-out meter reads, or to provide disconnect and reconnect
services. The on-request reading function and the remote
operation of Elster's optional disconnect switch improves the
utility’s ability to connect or disconnect service reducing opera-
tional costs and improving customer service.

Rapid Change Requires
Intelligent Metering Products

“With the utility industry experiencing unprecedented change,
market pressures have made sophisticated pricing methods for
electricity a growing necessity. Our system has been built with
advanced features that offer utilities optimum metering and
billing flexibility for addressing these issues,” says Garry January,
Elster Electricity’s residential meter product manager.

At the heart of the system is Elster’s new single phase, residen-
tial electronic REX meter with built-in EnergyAxis System
communications. Innovative in design and multi-tasking in func-
tion, the REX meter provides highly accurate kWh consumption,
kW demand, time-of-use metering, critical tier pricing, and load
profile interval data, all on command. These features reduce
costly site visits and eliminate the need for new metering hard-
ware. Utilities can adjust prices daily, a distinct advantage during
peak energy demand periods.

The unique design of the REX meter and the intelligent two-way
network architecture, enables meter self-registration within the
network for true "plug-and go" capability. This feature eliminates
the need for on-site programming, making installation and
operation both easy and economical. Once installed, each meter
automatically registers with the network. Should local conditions
change, meters reregister via alternate network paths.

The communications network of the EnergyAxis System utilizes
two-way spread spectrum frequency-hopping technology to
provide secure, reliable communications between meters and
collectors. This technology enables individual meters to be
designated as repeaters, creating a dynamic path that optimizes
signal strength and maximizes communication distances.
Communication distances between meters and collectors are
increased, and the number of collectors required is dramatically
reduced, improving system economics. The system architecture
uses Elster's A3 ALPHA® meter as the host for local data
collection from the REX™ meter, making collector installations
simple while reducing costs.

Discover
the value
of the

diamond
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Datamatic
3600 K Avenue
Plano TX 75074

Tel.: (214) 540-5037
Fax: (972) 234-1134
Web: www.damatic.com

Metering Equipment Showcase Section

An Agile Leader

ince 1980, Datamatic has been a leader in utility data

collection and has enjoyed tremendous success

providing solutions to municipal and investor-owned

water, gas and electric utilities. Recent wins have
generated increased demand for resources focused on integration
of electronic handheld meter reading (EMR) and advanced auto-
matic meter reading (AMR) technologies in the energy sector. In
2002, Datamatic sharpened its strategic direction with the
formation of Datamatic Energy Systems (DES), a business unit
focused on the electric and natural gas utility market.

Datamatic has seen a large jump in the number of energy
utilities purchasing its integrated EMR and AMR solutions, thus
justifying the launch of this dedicated division. DES has a very
specific charter to focus on the unique needs of the energy sector
and those areas where it can provide the greatest value. DES is
also forging new strategic partnerships, integrating our technolo-
gies into more comprehensive solutions and always looking to

improve the scope and quality of its offering.

While the FIREFLY Automatic Meter Reading System has
been the headline-grabber for Datamatic during the last few
years, it has also had a large increase in the number of customers
using the latest generation RouteSTAR MVP route management
and ROADRUNNER X7 handheld system. As a company,
Datamatic has always tried to stay nimble and responsive to the
changing needs of our customers. Customers are extremely
receptive to this flexible, consultative approach and willingness to
accommodate. Datamatic routinely gains audience with
customers based on their previous vendor’s unwillingness to work
with them or "strong-arming" them into an upgrade before they
were ready. It has always been Datamatic’s policy to leave upgrade
decisions to our customers - to not force the issue. Datamatic has
never discontinued support on any generation of hardware or
software. Customers appreciate being given back this measure of
control. It’s one less complication in an already-complex business

environment.

AMR Plus

Rising energy costs have necessitated
even closer care being paid to the cost-
effectiveness of solutions. Datamatic has
reengineered aspects of the FIREFLY
AMR System, further increasing the value
of an already-distinctive line.

The FIREFLY TWO makes use of two-
way, unlicensed RF communications and
low-cost mobile/handheld data acquisi-
tion. This approach to AMR is proven
and extremely cost-effective, but it isn’t
new. The FIREFLY TWO, however, has
added functionality that raises the mobile
AMR concept to new levels of sophistica-
tion. No longer merely a reading tool,
FIREFLY adds broad-based value that
transcends the meter shop.

All FIREFLY Meter Interface Units
(MIUs) archive usage data at user-
definable intervals; a capability called
ProfilePLUS™. Setting the profile inter-
val of the new electric FIREFLY TWO to
15 minutes allows the MIU to store the
previous 165 days of consumption
profiles. Data can be retrieved quickly by
field service personnel or meter readers.
Once retrieved, ProfilePLUS data can be
displayed on a graph or spreadsheet.
Graphs can be printed, emailed or posted

to secure portions of the utility’s website.
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A picture is worth a thousand words and
being able to show a customer when they
used the power they did adds credibility to
your operation and can often jog
customers’ memories. For example, the
additional power used during a brief and
unexpected heat wave can easily be
forgotten. ProfilePLUS data can be a help-
ful reminder to a puzzled customer.

Tighter competition drives the need for
tighter controls and optimizing the effi-
ciency of operational infrastructure.
FIREFLY AMR can be used as a tool to
support these efforts. For example,
over/undersized transformers cost utilities
money; either through outages or waste.
ProfilePLUS data can be used to deter-
mine if transformers are properly sized for
a given location.

Virtual turn-on/off is another often-
requested function, owing to the rising
cost of personnel and off-cycle reads.
ProfilePLUS provides nearly a half-year of
historical data at every meter plus the abil-
ity to gather it during normal reading
operations, effectively eliminating the

need to read the meter off-cycle.

Other popular applications include
time-of-use/demand billing and detailed
usage profiles for premium customers,
load/peak studies and theft prevention.
New applications for ProfilePLUS data are

being discovered and utilized constantly.

A Market in Need

Datamatic also sees a market in need
of alternatives. Utilities need choices -
choices from proven leaders. C&I data
collection systems are a prominent exam-
ple. The most popular application is
dated, difficult to use and doesnt fully
harness the power available in the most
current operating systems and databases.
But it is popular largely due to the lack of
viable alternatives. Q2 2004 will see a
change to that landscape.

The rebounding economy is bringing
with it a renewed optimism. Utilities are
beginning to reengage in technology
projects postponed during the downturn.
Datamatic’s devotion to R&D and
listening to the needs of its customers has
placed us in a position to play a key role in
the recovery for many of our current and

future utility customers.



Capturing Data,
Creating Value.

Ta create value in meter data collection, you need to

capture data . . . lots of data, FIREFLY TWQ Electric

""r., AMR delivers data previously unavailable without
— — “smart” meters or a costly fived netwoark.

The Data
-165+ days of 1/4-hourly usage profiles
-Peak demand

The Value
Virtual Turn-onloff -Transformer Sizing
-Dispute Resolution -TOWDemand Billing
-Load Studies -Theft Prevention

Check cut FIREFLY AMR. Don't miss the opportunity to
create more value for your utility and your customers.
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EPIC
End Point Information & Control

Field Service

unt Technologies, Inc. is committed to
providing the most reliable, cost-effec-
tive endpoint information system to
utilities worldwide. Hunt's products are

power line carrier based communication systems that
deliver endpoint specific data necessary to conduct
comprehensive customer analysis, as well as system
wide information and command control.

Employing Hunt systems allows utilities to monitor
and control their distribution system at the macro level,
yet still enhances individual endpoint management to
ensure the optimization of both the electrical system
and customer service initiatives. EPIC™ — End Point
Information & Control — provides utilities with a
choice of a one-way Turle® System, a bi-directional
TS2 System, or a combination of the two. This allows
utilities the flexibility to deploy the system that best
meets their particular objectives.

Circle 83 on Reader Service Card

.-||I||llllll|||||||||||||||I||||mmmI"“g Equipment Showcase Section

Hun .
. tI'echnologles, Inc.

Patented Technology — At the heart of the EPIC
solution is patented Ultra Narrow Bandwidth power
line carrier technology. Unique to this technology, is its
ability to provide a constant and continuous connection
to each and every endpoint. This Always Connected,
Always On™ technology allows utilities to be connec-
ted to their customers all of the time.

Utilities can collect detailed usage data, receive auto-
matic outage detection notification and gather system
coincident data. In addition, this Always On connec-
tion facilitates the control of remote service discon-
nect/reconnect and load control operations.

The beauty of the system involves the use of the utili-
ty’s existing infrastructure. There is no need to use
additional line conditioning equipment. The system
includes simple to install endpoint devices that transmit
and receive data continuously over the power line. The
substation equipment collects and stores the data trans-
mitted by the endpoints. In addition, the substation also
contains the coupling equipment needed to send mes-
sages downstream.

Enterprise-wide Power — All data collected in
the system is available for enterprise wide use via its
browser based Command Center™ software applica-
tion. A dashboard based health monitor allows utility
personnel to monitor the operation of the system.
System anomalies are presented to the user in a format
that is easy fo identify and integrate into operations.

Customer friendly reports deliver information relevant
to utilities day-to-day operations. The data collected at
the substation is relayed to the utility and stored in an
SQL database where it is available for use by all disci-
plines within an organization. Its standard format
allows for its use in bi||ing services, distribution system
maintenance, customer services, and outage manage-
ment.

EPIC has a proven reputation for quality, durability
and reliability. It provides a sophisticated solution to
meet the refurn on investment criteria established by
utilities. To date, more than 2.5 million endpoints are
deployed at over 400 utilities, collecting usage data,
outage information and controlling energy flow. To find
out more about Hunt Technologies, please visit
www.turtletech.com.



Always Connected,

Alays On

Delivering an AMR solution that tracks customer
contacts continuously and simultaneously.

This is not just one blip. Hunt Technologies’ exclusive EPIC™ — ® Deliver comprehensive customer
End Point Information & Control — solution and Always On™ service with access to detailed usage

technology delivers constant communication with each and every data, Time of Use provisions and reduced service outage time
endpoint in your distribution system. In addition to gathering

. ® Energize your bottom line and your overall utility performance
precise meter reads, you can now do much more:

¢ Implement automatic real time outage detection and I¥s simple; either you have the only solution that can provide
restoration notification a meter read and a continuous, detailed view of your entire

L C distribution system simultaneously, or you're not even on the radar.
e Secure a comprehensive view of your distribution network

with on-demand requests for coincident data, load profiling Contact us today at 800-926-6254

information and distribution performance indicators or visit turtletech.com

® Execute and verify real time control operations with remote
connect, remote disconnect and load control

Hunt

", Technologies, Inc.

800-926-6254 © www.turtletech.com



By:

Jeffrey J. Hanft

Vice President

E.J. Brooks

Utility Products Group

"
D.ﬂ"
2

3

Eroc}

UTILITY PRODUCTS GROUP
MD

Meter Devices
Company, Inc.

Products Group

E. J. Brooks Company
1 800 458-SEAL

usasales@ejbrooks.com

Ekstrom Industries, Inc.
1 800 532-IDEA

marketing@ekstrom-metering.com

Meter Devices Company
1 888 FOR-METER

marketing@meterdevices.com

E. J. Brooks/Canada
1 800 663-4292
dongeddy@ejbrooks.on.ca

E.].B. de Mexico
+55-5511-8560

ejbdemexico@prodigy.net.mx
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New Brooks Utility

Products Group offers

one-stop shopping for meter-related products

Three UPG units will present an array of new products

E. J. Brooks Company and two subsidiaries-Ekstrom
Industries and Meter Devices-have restructured their engi-
neering, manufacturing, customer-service and marketing
functions to become the Brooks Utility Products Group.

The Brooks UPG also set a principal goal-to become “The
Premier Supplier of Metering Related Products” to investor-
owned, REC and municipal electric-utilities.

The new UPG structure will 1) leverage all the resources of
Brooks security seals, Ekstrom Industries and Meter Devices,
2) bring even more new and improved products to the
marketplace, and 3) strengthen every function at the three
operating units to be more efficient and competitive.

The Utility Products Group's management team, with over
175 years of utility experience, will guide the development of
new and improved products and fill category voids in our
current line-up of engineered solutions for the metering point.

We are eager to serve our electric-utility customers as we've
been doing for more than 100 years, with the most complete

line of metering-related products in the industry.

Listening to customers
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Our Utility News reports on new products and services to
allay metering and RP concerns. We listen to those needs. We
make it our business to pay special attention to utility
managers' needs. By listening to our customers, we create
scores of products worthy of patent protection-products that

evolve as our customers' needs do.
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When the utility industry requires a solution to a meter-
related problem, they come to us. Brooks UPG's engineering
and marketing teams are eager to solve the problem in an expe-
ditious manner.

Innovative design has been a hallmark of Ekstrom design
engineers during that company's 48-year history. Founder Ken
Ekstrom's initial effort, for Detroit Edison in 1955, was a
simple adapter for single-phase, socket-type meters on bottom
connected metal enclosures. From this first design, more than
4,000 models of meter-socket adapters have evolved. The all
new-design Ekstrom Surge-Guard® surge arrester is fast
becoming an industry favorite.

Brooks' Plastic Padlock Seal was improved 19 times in 30
years to provide indicative security from a simple wire/plastic
combination with basic lettering to a special long-lasting
plastic with bar-code ID or RFID-chip technology. The newest
version is the Brooks Dual Channel Padlock Seal.

Meter Devices has designed hundreds of test switches, meter
enclosures and prewired meter-sockets since its founding in
1918. It broadened its offerings in recent years, e.g., MD-5
meter-socket disconnect sleeves-a quick, safe, economical
means of temporarily isolating a meter from electrical service

while allowing the meter to stay in place.

Industry forecasts

Year after year, Utility News has been there, as metering pros
face and forecast sweeping industry changes. In 1992, six
metering executives shared ideas at an Ekstrom forum. Among
their wish list, these now-familiar items appeared:
* Dead-front meter shield
e Solid-state electronic metering at remote locations
* More metering points as a result of deregulation
* Smarter multi-function electronic meters at residences
* Real-time pricing
* More outsourcing of meter-point products

Sound familiar? They were indeed prophetic in their picks
for the future standards.

Keeping pace online
For the most current examples of metering problem-solvers,
log on to our three web sites where you'll find more choices,

more solutions.

Photo Captions:
I) The Dual Channel Padlock Seal
provides the ultimate in tamper evidence.
2) Ekstrom’s Low-Profile Surge Guard®
meter-base surge arrester.
3) Meter Devices’ new line
of fused and non-fused potential test switches.
4) Read current and past issues of

Utility News at www.brooksutility.com.
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E.J. Brooks High-

Security Padlock Seal

features an acrylic body

with an 1/8”-diameter steel hasp.
Ideal for securing both ring and
ringless style meter sockets.

i
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Brooks’ ﬁﬁaﬂ
Multi-Lok
Cable Seal

]
provides cost- .
effective meter
security. Cable is
available in 3
diameters. Has dozens of
electric-utility applications.
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1 800 458-SEAL 1800 532-IDEA
sales@ejbrooks.com
www.brooksutility.com www.ekstrom-metering.com
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Ekstrom’s low-profile adapter with potential
contains line-side connections only in order to
provide potential to meter electronics on a
disconnected meter stored in the meter socket.

EK Disconnect Device
ensures safety,
disconnects single-
phase and polyphase
lever-bypass sockets
under load.

The electricity meter stands at
the core of your business,
marking the place where
investment turns into return.
Our Utility Products Group is
dedicated to creating security,
safety and cost-effective
solutions at the metering point.
Please visit our web sites for
1,001 more solutions.

METER DEVICES COMPANY, INC. E.J. BROOKS INDUSTRIES E.J.B.de MEXICO, S.A.de C.V.
3359 Bruening Ave, SW

P.O. Box 6382, Station B

Canton, OH 44706
marketing@ekstrom-metering.com 1 888 FOR-METER
marketing@meter-devices.com

www.meter-devices.com

412 High St. East
Strathroy, ON N7G 1H5
1800 663-4292
dongeddy@ejbrooks.on.ca Tel: +55 5511-8560
www.ejbrooks.com

Meter Devices transformer-rated
meter sockets are prewired to
isions for test

Meter Devices designs and
manufactures the finest quality
and most complete line of test
switches in the industry.

9001

REGISTERED

Copenhague 2A,Desp.1,
Col. Juarez
Mexico, D.F. 06600

Fax: +55 5511-8602
www.ejbrooks.com




Certified Meter Data Managers Provide Potent Tool
Utilities, Customers Benefit From Accurate Energy Data

By: Vance Hall, Vice President — Business Development, MeterSmart™

It’s a potent tool for utilities.

It’s one of their most powerful resources, yet
remains underutilized. It’s information about
their customers’ energy consumption and
demand patterns.

Using customer energy information gives
utilities the opportunity to build unprecedented
business-to-business and business-to-consumer
demographic profiles, an important driver in
marketing to energy customers.

Readily available accurate, reliable and timely
information about how and when customers use
energy can enable udilities to help customers
manage their energy consumption more efficient-
ly. It can facilitate load shedding and suggest
improvements in operational procedures.
Ultimately, using energy information intelligent-
ly can help retain customers, especially in deregu-
lated areas.

But that’s not all.

Besides satisfying customers, energy informa-
tion also can help utilities. Short- and long-term
load management and planning, distribution plan-
ning, outage management and demand response
programs all can benefit from analyzing customers’
energy information. It can produce valuable
insights that can help streamline billing and create
revenue generating value-added services.

Utilities can create Time of Use and other
rates to encourage customers to use energy when
it's less expensive for utilities to provide it
Properly designed rates might generate less
revenue, but they drive down cost of service,
driving up profit.

The keystone to realizing all this potential is
to frequently gather the energy data from meters,
ensure its integrity and present it as actionable,
customer-specific load profiles. The profiles need
to be in an understandable and ‘massageable’
format that utilities and customers can use effi-
ciently.

There’s a hurdle to achieving this, however. It’s
a considerable investment in hardware, software
and expertise in data management, system inte-
gration and project management. Many utilities
are reluctant to risk creating such in-house capa-
bilities when they may not realize adequate return
on investment from their customer base.

Enter MDMAs

Enter meter data management agents, or
MDMAs. Agents are companies that have created
infrastructures to manage tremendous volumes of
energy data. Theyre banking on economies of
scale to make their investments pay off by
offering data management to utilities as a cost-
effective turnkey service. Agents, or data
managers, generally are independent of utilities,
and to ensure their services provide accurate data,
they must meet rigorous qualifications to be
certified—a benchmark recognizing their meter
data management expertise. Knowing certifica-
tion requirements is in the best interests of energy
providers, users and others in the energy distribu-
tion channel.

That begs the question. What exactly is
good data management? It involves gathering,
validating, editing and estimating energy data to
ensure its accuracy.

Gathering data requires a process that is com-
patible with a multiplicity of meters and metering
technologies ranging across geographic areas, from
udility to utility and even within a single utility.
The process must accommodate a variety of auto-
mated meter reading configurations, including a
host of communications platforms spanning land-
line telephones, radio frequency collectors, cell
phones and communications satellites.

The ABCs of Accuracy

Validating data compares actual meter dial
readings to pulses or previous energy usage
patterns to current profile information. Meter
data managers ensure that the pulse data is
consistent with metered measurements. They
confirm that metered information is time
synchronized.

One MDMA, MeterSmart™, of Arlington,
Texas, uses National Observatory time as its
benchmark. It can identify when meter time
clocks begin drifting and correct the problem.
Utilities set their own thresholds for error that
data managers follow, but up to two minutes is
fairly typical.

Some of the checks that data managers make
include looking for high and low energy spikes as
potential indicators of error. The managers
compare the data by interval, whether it’s 5, 15,
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30 or 60 minutes, and to historical records for
other like time frames, usually the previous week,
previous month and the same month a year ago.
Unusual readings flag the data for closer
inspection.

Editing data entails scanning it for pulse
values that may have been introduced into the
data record by testing or other activity. The objec-
tive is to ensure the data reflects customer’s actual
energy use.

Estimating data, similar to validating it,
requires comparing records to those of previous
time frames.

Throughout the data management process,
the goal is to ensure data accuracy and reliability.
Accuracy is making sure that what the meter reads
are translated properly into values that are sent to
the data management center for processing.
Quality data processing procedures to accomplish
this are critical since a decimal error can mean
thousands of dollars in unnecessary extra charges
to utility customers, or thousands of dollars in
lost revenue to utilities.

Reliability depends on proper operation of
system components, such as the meter that
measures energy use and the communications
platform that transmits the data. A wireless
communications failure, for example, hampers
data reliability. An example might be where a
meter is installed in an exposed open space, such
as loading dock. If the meter happens to be hit in
the process of the everyday business, it would be
rendered it inoperable. This would make data
delivery unreliable indeed.

The entire data management process is regu-
lated by each state. Rules may vary, but by and
large they are similar from state to state. The goal
is a common one, however: make sure the data
that the data manager submits to the utility and
customer for review conforms to state rules, or
province if in Canada.

The Path to Certification

Getting certified as an MDMA means
following a different path for the most part in
each state, but typical requirements include
demonstrated ability to validate, edit and
transmit data, a strong disaster recovery system,
and straightforward training procedures.




In California, for example, the California Public Utility Commission
exercises oversight responsibility for what is considered one of the nation’s
most rigorous MDMA certification processes. Each of the Utility
Distribution Companies in California participate in the certification
process.  They are responsible for stringently testing data management
practices and procedures. Each utlity conducts its tests separately and
provides its seal of approval.

One utility provides data managers with meter data from the late 1990’s.
Another requires data managers to create their own data and the third
provides current data. The tests include overlaying the data sets with weather
data (temperature) for the respective time frames. In Illinois, the process is
similar, but is managed by the state’s Commerce Commission. In Canada,
an organization called Measurement Canada sets the minimum require-
ments for MDMA certification. Utilities may include their own require-
ments as part of the evaluation process.

Beyond evaluating data management expertise, the states examine data
managers overall capabilities. Business location, depth and breadth of
business systems that support MDMA functions, satellite offices and
detailed information on staffing are some of the information required for

review.

Managing Disasters

The certification process pays particular attention to how data managers
have organized themselves to manage disasters. They must identify person-
nel in their organization who are contacts in the event of a disaster and
describe their recovery systems, including equipment spares, internal and
external communications links, telecommunications links, WAN/LAN, etc.
Data managers must provide the location of such "hot site” or redundant
systems as security, power, remote access, backup polices, system replicating
and mirroring.

They also must explain how they would handle "worst case” situations.
Bottom line, data managers must show that no matter the extent of disaster,
they would be able to secure meter data and provide ready access to it. A
typical MDMA Disaster Recovery Plan should include the items listed in
Table 1 to be considered complete.

Table 1: Disaster Recovery

— Temporary power failure

— Extended power outage

— Minor network issues

— Major network failure

— Server shutdown

— Low-, medium- and high-level general emergencies

— Major equipment failures

— Software failure due to virus or system bug

— Regional disasters

— Fire

— Major storms

— Events that would hamper physical access to the
primary site

A complete MDMA Disaster Recovery Plan should
include procedures for managing items like those

C
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Typical minimum standards of availability

and security include providing the past 12
months of historical consumption data within
five days of a request. Hardware and software
platforms must be scalable to meet any through-
put and connectivity performance requirements.
Data managers must have Secure-Socket Layer
(SSL) or other security mechanism to protect data
when it’s transmitted from their MDMA servers
to utilities or customers via common carrier. Data
must be protected from unauthorized access by a
firewall, encryption or other security measures.
Security measures also must prevent unauthorized
physical access to the data processing center.

Deregulation and Data
Management

Not surprisingly, energy market dynamics can
affect meter data management. One dynamic in
particular, deregulation, had a dramatic impact.
Market deregulation heightened the need to
manage meter data better because the promise of
lower utility bills raised customer expectations.
Unfortunately, customers in many cases didn
have comprehensive load profiles of their energy
consumption and demand.

The value of load profiles is considerable.
They allow customers to compare current energy
consumption and demand patterns to historical
energy and weather data, which can identify
trends or anomalies. Customers can conduct
"what if" scenarios that aggregate loads of a
number of facilities in an effort to qualify for bet-
ter volume discounts on their energy rates.

Load profiles also enable customers to identify
and correct operational problems. By establishing
energy consumption benchmarks for major
equipment, such as chillers, customers can
quickly identify when equipment needs mainte-
nance, or is about to fail, based on its changing
energy consumption profile.

Eleﬂ.ﬂ-ﬁ&n
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Power-intensive commercial and industrial
firms like pharmaceutical manufacturers, hotels
and food processing plants are learning that
lesson well. They’re finding that staggering start
times for energy-intensive equipment or
gradually "soft starting” the equipment can avert
setting new energy demand peaks. Setting new
peaks can boost energy bills for up to a year,
regardless of how effectively a company reduces
its consumption. Demand charges can represent
40 percent or more of a company’s energy bill so
managing demand is good business.

Is clear that the upside of meter data
management for customers is huge. So valuable
are the benefits that utilities can sell meter data
management as a service or offer it at no charge to

large customers as a customer retention tool.

Data Management Elements
To be accepted by both utilities and their
customers, experience shows that energy data
management needs to encompass:
* Easily accessible Web-based "dashboards" that
display and help customers analyze their
energy data,

e E-mail alerts, including a wireless option, that
signal customers when their energy
consumption or demand is about to exceed

threshold levels,

¢ Robust connections to the Internet for

transferring data,

Fully redundant, "hot" backup servers to
ensure seamless operating efficiency in the

event of a disaster; and

Distributed communications systems so that if
servers in one location fail, data transfer can
continue from other locations.

Besides helping customers, load profiles that
are established and maintained by accurate meter
data management also benefit utilities. Energy
providers have more pricing options when they
know whether or not they will need to purchase
high-priced energy to meet demand during hot
summer months.

Another benefit is monitoring meter opera-
tion. Collecting interval data every 15 minutes or
even every day quickly identifies meter malfunc-
tions and minimizes the time frames that energy
use would need to be estimated. Estimating use
for some part of a 24-hour time frame is far
preferable to estimating use for some part of a
month or more as is the case when meter data is

read manually.
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Sharyland Utilities in southern Texas is a good
example of a utility applying interval data
management to its entire customer base. One
commercial customer used the information to
identify a spike in demand at an office building
during a day when demand should have been low.
An investigation showed that a cleaning crew that
had been shampooing carpets turned down the
air conditioning temperature for comfort and
boosted the hot water temperature for carpet
cleaning.

Working with certified meter data managers
offers a measure of comfort to utilities and their
customers. It assures a level of expertise and
professionalism, a good procedural process and,
ultimately, accurate meter data management. But
that’s only the beginning.

As customers learn its full benefits and how
they can make the data work for them, they
develop insights into their energy consumption
and demand patterns. Their knowledge becomes
‘energy intelligence,” a sustainable competitive
edge that minimizes their operational costs.
That's what makes meter data management a
potent tool for utilities and customers alike. [

ABOUT THE AUTHOR
Vance Hall - Vice President

— Business Development

Previous to working for MeterSmart, Mr. Hall
founded Utility Data Resource Inc. (UDRI) in
1995 and sold UDRI to MeterSmart in 2001.
Before starting UDRI Mr. Hall worked as
Manager of Load Research and Demand Side
Management for Utility Translation Systems
(UTS), now part of Itron, in Raleigh,

North Carolina. Before joining UTS, Mr. Hall
was Load Research Manager at Texas Utilities
(now TXU) in Dallas, Texas for 6 years, and in
executive management ar lowa Electric Power and
Light (now part of Alliant Utilities)

in Cedar Rapids, lowa for 22 years.

My, Hall is an expert in interval data retrieval
systems and load researchlload profiling program
design and analysis. He also has significant
industry experience in automated meter reading
systems (AMR), utility billing administration,
load control and real-time pricing systems,
generation and transmission planning

and load forecasting. Mr. Hall provides

senior level management and guidance ro
MeterSmart. Mr. Hall has presented

numerous papers at conferences and served

as an instructor on Various training courses.



NRECA's TechAdvantage® 2004
Conference & Expo

TechAdvantage is the only utility industry event exclusively for
electric cooperative management, engineering, operations, T, sup-
ply chain and purchasing employees. So know matter what your
focus is, you'll find powerful ideas, information and fechnology solu-
fions for your electric co-op.

TechAdvantage gives you a definite
advantage by providing:

Three Customizable Tracks: No cookie cutter
approach herel Engineering & Operations, Information Technology
and Supply Management fracks each offer you the ability to cus-
fomize your conference experience to meet your needs and maxi-
mize your value fo the coop.

Technology Expo: There's no other like itl More than

230 exhibitors. Discover products and services that will make your
life easier and your co-op more successful. Shake hands, ask ques-
fions, exchange business cards and "kick the fires." Network with
= industry giants, enfrepreneurs and your peers from across the coun-

"Bourbon Steet Night" by “Richard Nowitz". ty. The Expo is a great place to see what's new and to find smart

Copyright New Orleans Metropolitan Convention and Visitors Bureau, Inc. solutions.

2004 TechAdvantage Conference

Proposed Session Schedule - as of December 9, 2003

The TechAdvantage Conference will be held at the Hilion New Orleans Riverside Hotel Tuesday, February 10 through Friday,
February 13. Saturday, February 14 General Session will be held at the Ernest N. Morial Convention Cenfer

Tuesday, February 10 Wednesday, February 11
— Preconference Workshops — Preconference Workshops

1:00 - 5:00 p.m. 8:00 a.m. - 5:00 p.m.

RUS Electric Engineering Seminar RUS Electric Engineering Seminar, con't.
5:00 - 7:00 p.m. 8:00 a.m. - 5:00 p.m.

RUS Reception Materials Mgmt Certificate Program, Unit Il

8:00 a.m. - 5:00 p.m.
Certified Purchasing Manager Review,

Modules 3, 4
7:30 a.m. — 4:30 p.m. "French Quarter Architecture (H)" by “Richard Nowitz".
Howard Industries Copyright New Orleans Mefropolitan Convention and

Distribution Transformer Facility Tour TR BT i
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2004 TechAdvantage Conference

Proposed Session Schedule - as of December 9, 2003

Thursday, February 12

- Conference Program

8:30 - 9:45 a.m.
— General Session

10:00 - 11:30
Breakout Sessions

- EO 1A —Accident Investigation
— Just the Facts and How to Get Them

- EO 1B — Managing the Balance —
Growing Systems and Aging Plant

- EO 1C —Aging Plant and
LimitedResources

- EO 1D — Right-of-Way Maintenance and
Management

- IT 1A — General Session
—Technology Trends and
Emerging Solutions in IP Networks

- SCM 1A — General Session
—The Value of Education in Supply
Chain Management

11:30 a.m. = 1:00 p.m.
Networking Luncheon

Silo Busters! Building Stronger
Working Relationships

For registered conference atten
dees only. Advance registration
required,no charge.

1:15 - 2:30 p.m.

Breakout Sessions

- EO 2A — Joint Use Tools You Can Use

- EO 2B — Planning for Succession and
Managing Knowledge Transfer

- EO 2C — Distributed Generation —
Ready, Set, Go!

- EO 2D/IT 2B — Facility Security
—EO/T Joint

- IT 2A — Disaster Recovery Workshop,
Basics Part |

- IT 2C — Practical Solutions to Today s IP
Issues with IP Networks

- SCM 2A — Speak Up to Avoid the Supply
Chain Blues

- SCM 2B — Effective Facilities
Management and Contracting

- SCM 2C — Quantitative Fleet
Management

Wl
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"New Orleans Skyline at Night” by "Richard Nowitz".
Copyright New Orleans Mefropolitan Convention and Visitors Bureau, Inc.

Thursday, February 12,
2004 (continued)

2:45 - 4:30 p.m.
Breakout Sessions

- EO 3A — Qutsourcing
—A Dirty Word or Secret to Success?

- EO 3B — New DOT Regulations — Ideas
for Managing the Workforce

- EO 3C — Power Quality — Designing
Reliability in Your System

- EO 3D/IT 3C — Mobile Technology —
EO/T Joint

- IT 3A — Disaster Recovery Workshop,
Basics Part Il

- IT 3B — Seven Cooperative Principles of
Internet Security

- SCM 3A — Peer-to-Peer Forum
Less than 20K Members

- SCM 3B — Peer-to-Peer Forum 20
- 40K Members

- SCM 3C — Peer-to-Peer
Forum 40K + Members

- SCM 3D — Peer-to-Peer
Forum G&T Issues

Electric Energy T&D Magazine — January-February 2004 Issue

Friday, February 13, 2004

EO / IT Morning Schedule:
8:30 - 10:00 a.m.
EO & IT Breakout Sessions

- EO 4A — General Session — Technology
Pipeline: What s in it for You?

- IT 4A —IT Strategic Planning
—The Basics

- IT 4B— Advanced Information Security —
Today s Best Practices

- IT 4C—The Ins and Outs of
Moving to a Thin Client Environment

10:15 - 11:45 a.m.
EO & IT Breakout Sessions

- EO 5A/IT 5C —The Why and How of
Application Integration — EO/IT Joint

- EO 5B — Raptors — Soaring Toward
Acceptable Solutions

- EO 5C — Up, Up and Away — Power
Quality Expectations Are on the Rise

- EO 5D — Prioritizing Your Operating
Activities

- IT 5A — Merging IT and Telecom:
411 or 91172

- IT 5B — Security Threats
and Vulnerabilities




2004 TechAdvantage Conference

Proposed Session Schedule - as of December 9, 2003

Friday, February 13, 2004
(continued)

SCM Morning Schedule:

8:30 - 9:45 a.m.

SCM Breakout Sessions

- SCM 4A — Puitting Your Cost
Center in the Black!

- SCM 4B — Cooperative Supply
Management — the BIG Picture

- SCM 4C — Establishing and Streamlining
Your Purchasing/Contracting Process

10:00-11:15 a.m.

SCM Breakout Sessions

- SCM 5A —Three Keys to a Winning
Supply Strategy

- SCM 5B — Warehousing Essentials
- SCM 5C — Strategic Initiatives for
Prevailing Supply Personnel

11:20 - Noon
SCM 6A - ISM-CU Annual Meeting

EO / IT /| SCM Afternoon Schedule:
1:15 - 2:45 p.m.

Breakout Sessions

- EO 6A —AMR—Are We There Yet?

- EO 6B — Power Quality - Improved
Functionality

- EO 6C — Broadband Over Power lines

- IT 6A — Disaster Recovery Planning:
Objectives, Practices, Procedures,
and Testing

- IT 6B — NERC Cyber Security
Standards and Guidelines

- IT 6C — Online Billing and Payments

- SCM 7A — Fleet Management Questions
You Can t Outrun

- SCM 7B — Guidelines for Supply-
Accounting Communication

- SCM 7C — Fine Tuning Purchasing
Practices and Vendor Evaluations

3:00 - 4:30 p.m.

Breakout Sessions

- EO 7A — Peer-to-Peer Forum: Spill
Prevention, Control and
Countermeasures

EO 7B — Peer-to-Peer Forum: AMR

- EO 7C — Peer-to-Peer Forum:
Contribution in Aid to Construction

- EO 7D — Peer-to-Peer Forum: Shared
Services (CIS, Engineering,
Maintenance, Construction)

- EO 7E — Peer-to-Peer Forum: Pole
Attachments

- EO 7F — Peer-to-Peer Forum:
Reliability/Power

- EO 7G — Peer-to-Peer Forum:
G&T lIssues

- IT 7A — General Session -- Customer
Service with Sizzle!

- SCM 8A — Building a Better Fuel
Management Program

- SCM 8B — Successful Intermediary
Supply Management Communication

- SCM 8C — A Paced Approach to
Supply-Practice Improvement

4:30 - 7:30 p.m.
TechAdvantage® Expo Opens

bt
B gl

Saturday,
February 14, 2004
2:00 - 10:30 a.m.

General Session/Wrap-Up
Bridging the Generational Divide at Work

10:30 a.m. = 5:00 p.m.
TechAdvantage Expo Open

10:30 a.m. = Noon --

Special expo session for co-op managers
and staff ONLY. This is your opportunity for
exclusive conversation and networking with
exhibitors.

1:30 — 4:30 p.m.
Tech Day

Sunday,
February 15, 2004

11:00 a.m. = 3:00 p.m.
TechAdvantage® Expo Open

Monday,
February 16, 2004

11:30 a.m. = 2:30 p.m.
TechAdvantage® Expo Open

NOTE:

TechAdvantage Expo and Tech Day will be
held at the Ernest N. Morial Convention
Center approximately 2-1/2 blocks from the
Hilton New Orleans Riverside Hotel.
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TechAdvantage 2004 Expo Exhibitors

"Jazz Band” by “Richard Nowitz".
Copyright New Orleans Metropolitan Convention
and Visitors Bureau, Inc.

Company
BM o
4Datalink ...
ABB Power T&D Company ..
ACES Power Marketing ............................
Advanced AMR Technologies
Advanced Control Systems .....................

Advanced Utility Systems Corporation .....652
Almetek Industries ...

Alstom T&D Inc...............
Altec Industries, Inc. ........
Alvarion Inc..................
American Iron and Steel Institute..............

GENERATORS

125KWN - 2200KWN

IN STOCK!

Trailer-Mounted Diesel Generators
Capacities: 125 - 2200KW
(Available Valtages Up To 4,160V)

Skid-Mounted Generators
Capacities: 30 - 175KW

R,
 J4HR
g

Call o ask aboul our axlansiva lina of
Indusbrial Powar Piant Equipmant available!

INDELCK

lel: 847.541.8300 / 800.446.3325

fax: 847.541.9984
email: infoi2indeck-power.com
www.Indechcom

As of December 9, 2003

Company Booth
American Polywater ............................ 555
American Safety Utility Corporation ......... 1152
Amistad Fiberglass Co., Inc. ...................... 130
AON - Rural Electric Utilities

Underwriting Managers ........................... 904
Applied Technology Solutions, Inc. ............. 340
Arch Wood Protection ........................... 1146
Arista Information Systems ...................... 845
Arkansas Electric Cooperatives, Inc........... 208
Art Advertising Inc. (AA Labels & Decals) .1245
Asplundh Tree Expert Company................ 509
AXIOM Corporation..............c..ccccooeo.
Bermex,Inc. .....................

Beta Engineering.....................
Bombardier Utility Vehicles ...................... 311
Bridges Electric, Inc. ................. 1121
BRK Brands/Coleman Powermate............. 116
Broadband Energy Networks Inc. ............. 1247
C.H. Guernsey & Company .................. 307
C3-lEX .o 843
Calpine Corp...........cooooii 750
Cannon Technologies Inc. ..

Caremark Inc. ... 1046
Carhartt ... 1256
Cass County Electric Cooperative ............ 1022
Caterpillar Inc. ... 522
Cayenta, INC. ..o 1331
Central Service Association ..

Centurion, Inc. ... 650

CEVA Energy...........coo
Chapel Mapping...............

CIS Conference, Inc. .........

Clough Harbour & Assoc. LLP ................ 841
Cogsdale Corporation ..................c.......... 138
Colorado Energy Management, LLC .......... 556

Comsquared Systems ...
Comverge, Inc. .....................
Conduit Repair Systems, Inc
Connector Products Inc. ......
Convectair ...

Cooperative Response Center................. 304
Cummins Power Generation .................. 1338
Currin Energy Page ... 1336
Daffron & Associates, Inc. ......................... 910
Data Comm for Business, Inc................... 215
Datamatic........................o

DATAMATX ..o
dataVoice International, Inc. ..
Davey Resource Group

Dicke Safety Products...............................
Digital Inspections,a KEMA Company....... 1150
DIS-TRAN ..o 1431
Doble Engineering Company ..................... 1214
Document Imaging Solutions, Inc............... 511
Donning Company Publishers,The ............ 852
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Infrastructure
FORYOUR

Infrastructure

When any portion of Canada’s
electrical capacity becomes
unavailable, the heartbeat of

a local or Provincial economy
stops. For our electrical utilities,
failure is not an option.

Infrared thermography provides the con-
dition monitoring infrastructure that
keeps the electrical power infrastructure
up and running.That’s why infrared
thermography has become the core of
utility predictive maintenance programs.

ThermalAME P60

IR thermography finds problems
before they shut you down.

Put the power of infrared to work
scanning your substations, transmission,
and distribution systems BEFORE failures
occur.FLIR can equip your organization
with our field-proven infrared cameras,
time-saving reporting software, and the
world’s leading training programs.

ThermaCAMB E4

FLIR’s family of award-winning
ThermoVision® A200 ThermaCAM® handheld and
ThermoVision® fixed/mobile-mounted
infrared cameras are more powerful and
easier to use than ever before. Advances
in design and manufacturing make these
new infrared cameras so affordable that
- you can supply more units to more crews
RE S or the f'.LSt time, deploy on fixed

I f oy r.-".

“Infrared technology is by far the most
revealing technology we have out there.
Out of all of them, including vibration and
ultrasonics and sound level...infrared
finds probably 60 percent or better of
your anomalies.”

JOHN GIESECKE, ELECTRIC POWER
RESEARCH INSTITUTE [EPRI)

If the inspector can’t get to
the field, bring the field to
the inspector.

An IR camera can detect incipient
failures before they cascade into

a catastrophe like the U.S.”Northeast
Blackout of 2003.” The problem is that
trained thermographers can’t be
everywhere all the time in a grid that
may span several provinces and thou-
sands of square kilometers.

Imagine seeing a hot disconnect in

a critical, remote substation right on your
PC screen. The A20 delivers real-time
thermal images of vital system compo-
nents via FireWire or Ethernet. Because
it's a smart system, the A20 can send an
e-mail or a pager message when it sees
system components that are in danger
of overheating. It can even control on-
site equipment — activating

a siren, closing a gate, opening a discon-
nect, or triggering any action you define.
No ancillary computers are needed. The
intelligence is all inside.

Put FLIR to work for you.

With over 30 years of experience and
more than 30,000 of its IR cameras in use,
FLIR Systems is the undisputed global
leader in infrared cameras and the only
ISO 9001, ASNT, and NETA certified IR
training organization in the world. As a
utility, your performance is judged by
uptime. Isn't it time you upgraded your
condition monitoring infrastructure?
Before things heat up, call us.

g
Y SN W

Therrh;JTghomalies are revealed by IR images (left to right) of a disconnect, a failed

lightning arrestor, and a damaged transformer (center photo: R. Strmiska, Sumter
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An Overview of

ANSI C12.22

By: Edward Beroset, manager of the software and test group, Elster Electricity, LLC

sing the Internet to send and receive

meter data is a topic of discussion at

many utilities. A number of proprietary
protocols are available today, but soon, a new
ANSI standard protocol will be published to
cover this application. This article describes the
new protocol, including its impact on both
Internet and radio networks.

Imagine that you're surfing the web and you
see a web link that looks interesting to you. If
you're like most people, you probably don’t think
about how that mouse click results in displaying
the requested web page. When you click on a link
with the mouse, the web browser issues a
Hypertext Transfer Protocol (HTTP) GET
request for that specific page. This request makes
its way through the Internet network to a web
server, which could be anywhere in the world. In
response, the web server delivers the web page
content through the Internet network to the web
browser, which displays the web page. Regardless
of how your computer is connected to the web,
through a modem dial-up connection or an
Ethernet connection to a local area network
(LAN), the request issued by the web browser is
the same.

This characteristic of Internet network design
has significant advantages over other possible
designs. One advantage is that only one web
browser is needed that sits on top of the
underlying transport protocols (for example,
TCP/IP over PPP over dial-up, or TCP/IP over
Ethernet). This design characteristic also helps
the programmers who develop the applications
that make the Internet work. The browser
programmers can concentrate on browser func-
tions without having to worry about underlying
protocols, and the protocol developers can do
their job without needing to know what applica-
tions are using the protocol.

To explain this characteristic of Internet
network design in simple terms, consider this
analogy. If you send a letter to Moscow by tradi-
tional post, you are the application writing the
letter and the postal carrier is implementing the
underlying transport protocol. You don’t need to
know any of the details of how the Russian postal
system works, and the letter carrier doesn’t need
to know the contents of your letter.

ANSI C12.22 is the designation of a new
standard that is being developed to allow the
transport of ANSI C12.19 table data over
networked connections. It is part of a group of
related ANSI protocols but has some fundamen-
tal differences from the other protocols within the
group. This article discusses the ANSI C12.22
protocol and how it works, but to fully under-
stand the C12.22 protocol, it is helpful to
consider a brief history of ANSI meter communi-
cations standards.

A Brief History of ANSI Meter
Communications Standards

Years ago, data formats, data structures and
communications protocols for electricity meters
were all proprietary. But, utility companies
wanted a compatible communication protocol
between ANSI meters so they were not restricted
to a single electricity meter vendor. To meet this
requirement, ANSI standards were created that
describe meter data formats and structures
(C12.19), and provide a simple optical point-to-
point communications protocol (C12.18) that
allowed them to communicate with ANSI
standard meters.

While this was a huge step forward in making
a standard communication protocol for electricity
meters, it wasn't long before users wanted to be
able to send and receive ANSI tables remotely. To
address that need, C12.18 was adapted to create
C12.21. ANSI Standard C12.21-1999 specified a
new version of C12.18 that was modified for
telephone modems. This protocol was still strictly
point-to-point communication and session
oriented. Minor modifications were made to
account for longer communication timeouts and
for security since it could no longer be assumed
that a person would be standing directly in front
of the meter.

How and Why is
C12.22 Different?

C12.18 described every detail of the physical
attributes for optical communication ports
(dimensions, LED wavelength, etc.). This
standard was needed to build meters with a
compatible communication interface. When
C12.21 was created to implement point-to-point
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communication between meters, the intent was
to use it with already existing modems. For this
ANSI communication standard it did not make
any sense for the ANSI subcommittee to describe
particular modulation techniques and the physi-
cal connector used in modems because these
aspects were already specified by other standards.

Although C12.21 is a meter communications
standard and not a modem standard, some
general attributes regarding modems were incor-
porated into the C12.21 standard. For example,
initialization and dial strings were specified, but
connector specification and electrical characteris-
tics were not. The format and structure of the
communications packets that carry C12.21
requests and responses are described in detail in
the standard, but below a certain point, the detail
stops. In the language of communications stan-
dards, the C12.21 protocol is more abstract than
C12.18 because it deliberately omits the lower
layer details. C12.22 is different from C12.21 in
the same way that C12.21 is different from
C12.18. C12.22 is more abstract because it omits
even more of the underlying protocol details. The
reason for these differences is also related. C12.22
is intended for use over already existing commu-
nication networks just as C12.21 is intended to
for use with already existing modems. Examples
of such communication networks covered by
C12.22 include TCP/IP over Ethernet, SMS over
GSM, or UDP/IP over PPP over serial port. Just
as HTTP provides a common application layer
that all web browsers can use, C12.22 provides a
common application layer that all meters can use.

OSI Reference Model

The ISO (International Organization
for Standardization) OSI (Open Systems
Interconnections) is a set of international stan-
dards that describe how computer systems may be
interconnected to support the exchange of infor-
mation in a consistent fashion. It is commonly
referred to as the OSI Reference Model, or the
"seven layer model." It provides a standard for
layering communication protocols, which makes
it easier to understand and implement in product

design.
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Seven Layer Model

While many people are familiar with the OSI
Reference Model, Figure 1 provides an overview
of the communication protocols contained in

cach layer.
Figure |
Ay I Ak
Pravt #37 | Prassrdsr
|
Somaien Sarwacr
Tapasiant it
Finfeen [
Data Link | Duia Link
Fepwenl Frarnaal

Layer 7 - Application

The Application Layer describes network
applications from the user’s point of view. It
includes things like HTTP, File Transport
Protocol (FTP), and email protocols. ANSI table
reads and writes belong to this layer.

Layer 6 - Presentation

The Presentation Layer describes the syntax of
data being transferred, and formats and unwraps
the data for application layer processing. Data
encryption, data compression and protocol trans-
lations would be in this layer.

Layer 5 - Session

The Session Layer describes the organization of
data sequences larger than the packets handled by
lower layers. An example of this is a single request
for load profile data that is handled by multiple
packets containing the actual load profile log data.

Layer 4 - Transport

The Transport Layer describes the quality and
nature of the data delivery. This layer is responsi-
ble for data reliability and integrity. If the under-
lying network layer fails to deliver a packet, it is
the transport layer that issues a request for
retransmission. This layer is also the lowest one at
which an end-to-end connection exists.

Layer 3 - Network

The Network Layer describes how a series of
exchanges over various data links can deliver data
between any two nodes in a network. Routing
and forwarding, addressing, congestion control
and packet sequencing are functions of this layer.

Layer 2 - Data Link

The Data Link Layer describes the logical
organization of data bits transmitted on a
particular medium. The calculation of packet
Cyclic Redundancy Codes (CRC) in C12.18 and
handling of packet level ACK and NAK responses

are examples of Data Link Layer functions.

Layer | - Physical

The Physical Layer describes the physical
properties of the various communications media,
and the encoding of information on the physical
media. An example from C12.18 would be light
levels, wavelengths, and physical dimensions of
the optical port.

C12.22 Scope

The scope of work for C12.22 was defined
early in the process to explain the document and
to serve as a guide to help the committee mem-
bers stay on track.One key point is that there are
two different models
addressed by the standard:

* Meters with an integrated network connection

of implementation

* Meters with a separate communications module
(CM)

The model for meters with an integrated
network connection only specifies the application
layer protocol. It may implement any kind of
lower layer protocols.

The model for meters with a separate CM has
the meter on one side and the target network on
the other side of the CM. The interface between
the CM and the meter is explicitly and completely
defined down to the physical layer (Layer 1). The
interface on the network side of the CM is only
defined at the application layer (Layer 7) since the
underlying network is not dictated by the stan-
dard. This allows for communication modules to
be interchangeable without dictating the network
on which the module is used.

Unlike C12.18 or C12.21 that only provide
session-oriented communications, C12.22
provides for both session and sessionless commu-
nications. In a session, both ends keep track of
what they have done so far in the connection. For
example, after providing a password, subsequent
read requests are granted or denied based on that
password. In sessionless communications, neither
side needs to keep this kind of information
because each transaction is independent of the
previous ones. In a sessionless communication,
for example, a read request also includes the
encrypted password. Sessionless communication
has the advantage of requiring less complex
handling on both sides of the communication
link and fewer packets exchanged if communica-
tions sessions tend to be short.
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Cl2.22
Application Layer Services

C12.22 also describes a number of
Application Layer Services. All of the functions of
the C12.22 protocol are handled through combi-

nations of these services. The Application Layer

Services provided in C12.22 are:

Identification request (ident)

Like the identification request of C12.18 or
Cl12.21, this identification request allows the
meter to send basic protocol identification,
including which protocol is being used and a
feature list that includes things like encryption
parameters in C12.21. Added to C12.22 are
session control information and the ability to
indicate compression support. Encryption
parameters were generalized to become security

mechanism.

Read request (read)

Identical to a read request in C12.18, this service
allows reading a full table, a partial table or the
curiously undefined “default table.”

Write request (write)
Identical to a write request in C12.18, this service
allows writing a full table or a partial table.

Logon request (logon)

Identical to a logon request in C12.18, this
service establishes a session without establishing
access permissions.

Security request (security)

Identical to a security request in C12.18, this
service establishes access permissions by a simple
unencrypted password.

Logoff request (logoff)

Identical to a logoff request in C12.18, this
service provides for an orderly shutdown of the
session established by the logon service.

Wait request (wait)

Wait request is used to maintain an established
connection during idle periods to avoid
automatic termination from a traffic timeout.

Registration request (register)
Registration request is used to add and maintain
routing tables of C12.22 relays. This is covered
later in the description of routing.

De-registration request (de-register)
De-registration request is used to remove a
routing table entry of a C12.22 relay. This is also
covered later in the description of routing.
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Resolve request (resolve)

Resolve request is used to retrieve the native network
address of the C12.22 node. This native address can
be used to communicate with other nodes on the

same network segment.

Trace request (trace)

Trace request is used to get a list of relays capable of
forwarding messages to a target node. This is intend-
ed mostly for diagnostics.

The Impact of C12.22
on Internet Metering

There are alternative methods to C12.22 by
which meter data is transported over a network.
Instead of wrapping C12.18 or C12.21 protocol
transactions in an existing network transport
protocol such as TCP, the committee decided to use
C12.22 for three main reasons: improved security,

reliability, and speed.

Improved Security

The first reason is improved security. In C12.18
the password is sent unencrypted. This is not a prob-
lem for a point-to-point connection from a handheld
device to an optical port on a meter, but when data is
transmitted over the Internet, it’s a serious security
problem. A hacker with a computer loaded with
freely available packet sniffing software can look at
the packet and see the password. C12.21 has an alter-
native authentication mechanism, which provides for
encrypted authentication, but the encryption is only
used for authentication and all subsequent data reads
and writes are done unencrypted. With a point-to-
point connection via dialup telephone lines, this is
not a problem because intercepting such communi-
cations is very difficult, but if the data is transmitted
over the Internet, we once again have a problem
because hackers can easily intercept the data. In both
of these cases, the problem created is that a hacker,
having successfully monitored the login, can now
freely interfere with the meter and the automated
meter reading (AMR) system. C12.22 enables data
encryption without requiring it, so no additional
communications resources are used until encryption
is actually used.

Reliability

Reliability is the second reason C12.22 is
preferred over wrapping C12.18 transactions in
TCP. Remember that C12.18 was intended for use
over a point-to-point connection via an optical
connection with very low error rates. In a typical
network, errors and retransmissions are common
and the data frames may arrive out of sequence. You
might get the second half of the message before you
get the first half. TCP takes care of these details and

hides their effect to a point, but there is a cost. First,

every TCP connection requires a three-way hand-
shake to open the connection. Then, every applica-
tion layer request that gets transmitted over TCP
must be delivered completely before it is passed to
the receiving point application layer. If the second
half of the message arrives first, it is not available to
the application layer until the first half also arrives.
This is a useful property of the TCP transport
service, but it has consequences. C12.18 and C12.21
both say that if an expected reply is not received
before the traffic timeout period expires; the request
should be retransmitted. If this happens, then the
second response is also blocked until the first
transmission is satisfied (by receiving the missing
first half of the message) or the session times out at

the TCP layer.

Speed

The third reason is speed. C12.22 provides for
messages that do not require a session. This means a
single transaction (see Figure 2) can support an
authentication and read billing data request without
the usual overhead of a table read transaction (see
Figure 3). It's important to note that this applies
whether or not the data is transmitted over any
Internet segments. Because of this overhead, a radio
network built using C12.21 or C12.18 may be more
expensive to operate because radio networks are
often billed by the amount of airtime used.

Conclusion

The utility industry trend is to read increasing
numbers of meters remotely using various types of
networks. As communications options diversify,
some kind of packet-based network is more fre-
quently used for this purpose. The C12.22 standard
accommodates this diversity without becoming a
nightmare for manufacturers, utilities, and regula-
tors. This article covered just a few of the many facets
of C12.22. If you would like to learn more, the
entire draft standard is available on the web at:
www.nertec.com/standards/ansic1222/index.htm
and also at www.forums.nema.org/~ansi_c12-17.
Our meetings are open, and we welcome your
participation and comments. [J

About the Author

Edward Beroset has been working with computers
and software for over 20 years. Edward is the manager
of the software and test group at Elster Electriciy, where
he has worked for seven years. Prior ro that, he worked
in BIOS development atr Compaq. He serves on IEC
and ANSI electricity metering protocol standards groups
and chairs the working group which is responsible for
creating the C12.22 standard. He is a member of both
the IEEE and the ACM, has published several articles
and holds several US and foreign patents.

46 Electric Energy T&D Magazine

— January-February 2004 Issue

C12.22

" Meter
L _E‘Eu-:ll-':'.'l_.n_u!lm'llmlmr
| ok andremd P
Pload
Figure 2
Computer o
—— . ldreay
e —
pok ———
- =
Vo ||'\_I'L!—|L:,lzn__-_ =
.
— Ak
]
——— Mogaiiage
————
AR ——
- s
) (RGP ——
HEEE=—=
P
——__ACK
———
————_Logan
— ]
ATk
"
Logon SRS
[
L ACK
———
_____ﬁm’.glg
——
Aok ——
e
i ||I'J.-3"2En_ﬁ__-
-
——— ACK
——
——. _ Rang
——
o8
s
s eSS —
P
———__ACK
——
R [
——
pike ——
‘__—__ L=
o E.-:'JE'“"
| T
——— _ACK
™ Figure 3




www.can€elfect.ca

~"The Voice of Génadian"Elactricity

Where the industry turns for
the information it needs.

The CEA Web site.

What you’ll find on our site

« The latest national and international industry news
updated daily;

« Industry facts and figures;
« An overview of the structure of electricity in Canada;
+ A history of the Canadian electricity industry;

« A library of CEA policy statements, briefs,
backgrounders and other key documents;

« Issue-by-issue summaries of the state of electricity in
Canada and how CEA is actively involved in shaping
the debate;

« A member directory complete with access information
and company descriptions;

» Current and archived CEA and member news releases;
+ Information on CEA and the advantages of membership;

« Links to national and international electricity-related sites.

www.canelect.ca

Circle 68 on Reader Service Card



Experience with On-line Diagnostics
for Bushings and Current Transformers

By: Robert Brusetti, PE., Product Manager, Doble Engineering Company

he industry has always sought better

tools to assess the general condition of

high voltage equipment and identify
potential problems. Today’s microprocessor tech-
nology provides a sophisticated means to capture
information. While much of this technology has
already been integrated into off-line techniques
for over a decade, it also adapts well to on-line
measurement. One of the primary challenges to
the on-line approach is the management of a
tremendous amount of data. Fundamentally, the
desired result of the diagnostic test is to determine
the status of the apparatus, and if an anomaly is
detected, how critical is it, and how soon will it
require attention? This level of information analy-
sis cannot be achieved with a simple monitoring
system; it requires an expert system, which can
digest all of the data being generated. It is this
expert system, which differentiates an on-line
monitoring system from an on-line diagnostic
approach. The intent of this article is to outline
how on-line diagnostics can be applied to
evaluating bushings and also to share some appli-
cations experiences.

Off-line diagnostics have served the industry
well and they continue to play an important role
in the reliability of the power system. The off-line
application has some inherent flaws - the obvious
one being the need to remove the apparatus from
service -and the other flaw being the inability to
identify serious changes taking place between test
intervals. If the gestation period (time from
normal condition to failure) is shorter than the
test interval, then the test result will never exhibit
the problem. The frequency of the on-line
measurements provides the ability to determine
the rate of change, knowing if the change was
gradual, over a long period of time or sudden, as
well as when the change took place. This is all
information that can be used to determine the
appropriate course of action. An apparatus owner
may decide to tolerate an abnormality that has
stabilized and let the expert system determine
when the situation becomes more critical or plan
corrective action at a more optimal time. To

achieve this level of confidence, one must place a
great deal of trust in the expert system. The expert
system must distinguish between noise and actual
change, identify a wide array of problems at the
incipient state, and provide evidence why an
alarm is being issued, as well as some type of
traceability. An expert system should not rely
solely on thresholds set from conventional off-
line methods, which traditionally have been
conservative due to the limitations of the
approach. The diagnostics should be capable of
learning the specific characteristics of the
individual apparatus and not rely solely on user
limits or average values from other similar appa-
ratus. The expert system should be capable of
learning normal behavior of the apparatus being
evaluated and apply this to the analysis.

Why apply on-line diagnostics to bushings?
Bushings are certainly not the most expensive
piece of equipment in a substation, so the finan-
cial loss of a bushing failure is not the driving
force. However, the damage that a failed bushing
can inflict on its affiliated apparatus could indeed
be catastrophic. Specifically, bushing failures
leading to a damaged power transformer have
been well documented. The role of the bushing
subjects them to high dielectric, thermal, and
mechanical stresses, which tends to make
bushings one of the most vulnerable components
of major apparatus. Most bushing failures can be
attributed to internal deterioration or contamina-
tion and being able to detect these irregularities is
essential to maintaining a stable system. Many of
the same dynamics affect the performance of
current transformers. For stand-alone current
transformers the insulation system is very similar
to bushings making it feasible to apply the same
diagnostic tools.

The industry has accepted the conventional
off-line power factor/capacitance test as the most
reliable tool for identifying problem bushings and
current transformers. It is the success of the power
factor/ capacitance measurement in bushing
diagnostics and the awareness of the catastrophic
results of bushing failure that have lead industry
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experts and insurance providers to recommend
more frequent testing of bushings. These guide-
lines are in conflict with the current philosophy
of the industry, which is to minimize down time.
The concept of bushing/current transformer on-
line diagnostics combines the advantage of the
power factor/capacitance test with the ability to
perform the measurements on-line, without
interruption of service.

One approach to determining in-service
condition of bushings is to calculate the
imbalance current measured at their tap for a
three-phase set, Figure 1A. The sum current
method is based on the principal that in a
symmetrical three phase system, the sum of the
voltage and current vectors is zero, Figure 1B.
This allows the condition of bushings to be deter-
mined by vectorially adding the currents
measured at the bushing taps. If the bushings are
identical and system voltages are perfectly
balanced, then the sum current will equal zero. In
this situation, the expert system would only need
to rely on the most recent recordings to deter-
mine the condition of the bushings. Since
bushings/current transformers are never identical
and system voltages are never perfectly balanced,
the sum current is a non-zero value, which is
unique to the bushing/current transformer set. As
a result, the sum current is a vector unique to that
bushing set, Figure 1C. The expert system estab-
lishes a benchmark sum current during an initial
learning period, which is then compared to the
configuration data, which consists of the last off-
line measurement and/or nameplate data. This
configuration is also used in the analysis to deter-
mine the present power factor and capacitance of
the problem bushing/current transformer.

This benchmark value of sum current is com-
pared to subsequent measurements. Subtracting
the benchmark from the latest measured sum
current provides a third phasor, which is referred
to as the ‘change in sum current’, Figure 1D. The
angle of this third vector with respect to the
reference bushing is used to identify which bush-
ing is causing the change. Once the deteriorated
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bushing is known, the magnitude and phase of
the change in sum current vector is used to calcu-
late the change in capacitance and power/dissipa-
tion factor of this bushing. The quadrature

. I,

component of the change in sum current is used
to calculate the change in capacitance while the
in-phase element can be attributed to a change
power/dissipation, Figure 1E.
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This exercise calculates the absolute values of
the power factor and capacitance of the dominant
bushing (the bushing experiencing the greatest
degree of degradation). This essentially replicates
the off-line tests, provided the test conditions are
the same. The advantage of the on-line approach
is the frequency of data points, which provides
the means to determine the rate of change. The
expert system arrives at this information by per-
forming a least-squared fitting on a subset of con-
secutive power factor and capacitance values
accumulated over a specified period of time. This
exercise will produce a quadratic polynomial
equation that, if plotted, would generate a curve
that provides a “best fit” through a series of
points, in this case power factor and capacitance.
By representing a series of power factor and
capacitance values as a polynomial, the analysis
can use applied mathematical tools to determine
the stability of the situation. From this informa-
tion, the expert system can reach a more informed
conclusion on the criticality of the incident.

This technique can also be applied to stand-
alone current transformers with and without taps.
If the current transformers are equipped with taps
the imbalance current is calculated using the tap
current, similar to bushings. To apply the sum
current approach to current transformers without
taps typically requires electrically isolating the
current transformer from the ground grid with
the exception of one grounding point. The cur-
rent measured at the grounding point is used in
place of the tap current to calculate the imbalance
current.

In the last discussion, it was suggested that the
absolute power factor measurement using the on-
line sum current approach duplicates the off-line
measurements, provided the test condition were
similar. The key point in this statement is the test
condition. The experience from off-line diagnos-
tics indicates that bushing problems effecting
power factor measurements are accentuated at
elevated voltage and temperature. The influences
of voltage and temperature on good and deterio-
rated insulation are illustrated in Figure 2A and
2B. The plots track the power factor using the
conventional off-line C1 (center conductor to
tapped layer) insulation of two bushings as test
conditions (voltage and temperature) are varied.
The two specimens are both115KV bushings of

the same manufacturer, type, and vintage - one is
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considered to have good, low power factor while
the other has deteriorated high power factor.
Figure 2A shows no change in power factor for
the good bushing as the voltage is ramped up to
rated voltage, while the deteriorated bushing
exhibited an increase. A similar behavior is
observed, Figure 2B, when the power factor of
the two bushings was measured at increasing
temperatures. This phenomenon was realized in
an on-line situation when two sets of three
bushings, one set containing a degraded bushing,
were correlated to the top oil temperature of the
transformer they were installed on. Figure 3
shows seven days of top oil temperature plotted
with sum current data from two sets of Type U
bushings in the same transformer. The middle
plot is for the high-side (230-kV) bushings
demonstrated "good": 0.3%, 0.32%, and 0.29%.
The top plot is for the low-side (138-kV)
bushings with elevated power factor values:
0.73%, 0.9%, and 1.08% (phase A, B and C
respectively). The influence of temperature
(lower plot) on the sum current is clearly evident,
providing on-line confirmation that deteriorated
bushings experience greater fluctuations caused
by change in the operating environment.
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Case Story
The high power factor associated with the
138-KV bushings was realized during the

commissioning of the on-line diagnostic system.
The bushings were General Electric, Type U,
manufactured in 1972, installed on a 224 MVA
transformer. Bushings that exhibited this level of
power factor would typically be removed from
service, especially the phase C bushing, which
registered a power factor greater than three times
the nameplate. In this situation, spare bushings
were not available; thus, it was decided to rely on
the expert system to monitor the situation. This
would provide an opportunity to prove that this
technology was not only capable of detecting a
problem, but also would permit the user to
continue operating with a known problem. As
long as the situation remained stable, a high
power factor bushing could remain in service. In
order to be successful, the expert system would
have to overcome the thermal fluctuation to be
able to track the rate of change. The on-line diag-
nostic system was installed in April *97, and the
system continued to monitor the bushing for
more than a year without issuing any alerts. In
May the following year, the transformer began
running hotter than usually; this triggering the
expert system to issue an alert based on a signifi-
cant change in sum current. The expert system
identified the power factor on the phase C
bushing to be the cause; it also noted there was
no significant change in the bushing capacitance.
This suggested that the problem with the phase C
bushing was contamination. With spare bushings
available, the utility elected to replace the
bushing. The plan is for removed phase C bush-
ing to be energized again in a protected environ-
ment with an on-line diagnostic system installed
and run to failure, in order to learn more about
the behavior of bushings just prior to failing.

This example provides an opportunity to
point out the importance of the rate of change. If
the expert system relied solely on a limit, it is very
likely that it would have triggered alarms soon
after installation, requiring the asset owner to
make a decision based solely on absolute values.
In order to arrive at an intelligent conclusion
about the bushing's condition, the power factor
and capacitance values along with rate of change
needed to be available.

The intent of this discussion is not to lobby
for the exclusion of the traditional method of
apparatus testing, but to show that in certain
applications on-line diagnostics can be a better
alternative. The conventional off-line power
factor test for bushings and current transformers
continues to be an excellent tool to evaluate their
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condition, however there are situations where its
be

Bushings which are tied to critical system appara-

inherent constraints cannot tolerated.
tus or which cannot be readily removed from
service are candidates for on-line diagnostics. The
on-line diagnostics should offer the possibility of
duplicating the traditional tests, as well as taking
advantage of the large sample size to perform

trending and projection of potential problems.
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Time Domain Reflectometry

The pulse reflection method, pulse echo
method or time domain reflectometry are several
terms applied to what is referred to as cable radar
or a TDR. The technique, developed in the late
1940's, makes it possible to connect to one end of
a cable, actually see into the cable and measure
distance to changes in the cable. The original
acronym Radar (Radio Detection And Ranging)
was applied to the method of detecting distant
aircraft and determining their range and velocity
by analyzing reflections of radio waves. This tech-
nique is used by airport radar systems and police
radar guns where a portion of the transmitted
radio waves are reflected from an aircraft or
ground vehicle back to a receiving antenna. For
cable radar, when applied to underground cable,
short time duration pulses are transmitted at a
high repetition rate into the cable between the
phase conductor and shield (neutral). A liquid
crystal or CRT display shows reflections of the
transmitted pulses. Reflections are caused by
changes in the characteristic impedance of the
cable. Any reflections are displayed on the screen
with elapsed time along the horizontal axis and
amplitude of the reflection on the vertical axis.
Since we can now measure elapsed time and if we
know the pulse velocity as it travels down the
cable, distance to the reflection point can be
calculated. For airport radar and police radar guns
the velocity of propagation (Vp) of the radio
waves through air is very nearly the speed of light
or 984 ft/ms. Pulses transmitted through the
insulation of our underground cable travel at
about half that or about 500 ft/ps. A good cable
analysis system should include two movable
cursors which, when positioned at zero and a
reflection point, provide a measurement of
distance to that point, in feet.

Underground Cable Fault Locating
Using the Arc Reflection Method

Use of the arc reflection method combined with a high capacitance surge generator and state-ofthe-art pin-
pointing devices for underground cable fault locating will find faults in less time and with less risk of damag-
ing good cable than classical techniques.

By: Mike Scott, Product Manager, Megger

A TDR sees each increment of cable, say each
foot, as the equivalent electrical circuit shown in
Figure 1. The combination of these components
is referred to as the characteristic impedance (Z))
of the cable. If every increment of cable is perfect
and exactly the same, all components of the
equivalent circuit of every foot are also exactly the
same. This perfect run of cable will produce no
reflections until the end of the cable appears. At
the end of the cable the pulses see a high
impedance, an open circuit, causing an upward
(+100%) reflection. See Figure 2.

If the cable end is grounded, a short circuit,
the pulses see a low resistance and a downward
(-100%) reflection is caused. See Figure 3.

A low voltage TDR is an excellent tool for the
prelocation of open circuits and conductor-to-
conductor shorts. For shielded power cables,
faults with a resistance higher than 200 ohms are
almost impossible to distinguish from normal
clutter reflections on the cable. Unfortunately
almost all faults on primary underground distri-
bution cable are high resistance faults in the area
of thousands of ohms or even megohms. Due to
the reflection characteristics of these high
resistance faults they are impossible to see using

only the low voltage TDR.

Arc Reflection Method

The arc reflection method of fault prelocating
combines the use of a TDR (cable radar) and a
surge generator (thumper). By using an arc reflec-
tion filter, a low voltage TDR and a high voltage
surge generator can both be connected to the
faulted cable and the TDR can be looking down
the cable while thumping. The filter protects the
TDR from the surge generator high voltage
pulses and routes the low voltage pulses down the
cable. This method utilizes the fact that when an

arc is created at the fault, its resistance is reduced
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to a very low value, less than 200 ohms, which
will reflect radar pulses. The arc location will
appear as a downward going reflection on the
TDR cable trace. See Figure 4. The cable analysis
systems should capture and store the complete
trace including the downward going fault loca-
tion in memory so measurements can be made
easily. Rather than thumping and walking the
cable route to discover the fault location, the
cable analysis system should provide a pre-
location measurement with as little as one or two
thumps and about 95% of the time gets you
within 10 to 20 feet of the fault. Pinpointing
efforts can then be concentrated within a well-
defined section of the cable. This technique
substantially reduces the amount of high voltage
exposure to the cable, preventing the initiation of
new faults, which will surface after the cable is
put back into service.

Surge Generator

The device is basically a high voltage pulse
generator consisting of a dc power supply, a high
voltage capacitor and some type of high voltage
switch. The power supply is used to charge the
capacitor to a high voltage and then a contact
closure discharges the capacitor into the cable
under test. If the voltage is high enough to break
down the fault, the energy stored in the capacitor
is rapidly discharged through an arc at the fault
creating a detectable sound or “thump” at ground
level. The important specifications of a thumper
are how high a voltage can be developed and how
much energy is delivered to the fault. The energy
output of any surge generator measured in Joules
(Watt-Seconds) is calculated as follows:

.f:'::i"ﬂ—f

=
=

E = Energy in Joules, C = capacitor in mf,
V = voltage in kV
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Figure 1. Cable Incremental Equivalent Circuit

The classical fault locating process is to hook up the surge generator,
crank up the voltage and walk the cable route until the thump is heard or
better yet felt. This process pinpoints the fault allowing a repair crew to dig
a hole and repair the cable. The higher the voltage, the bigger the bang and
the easier it is to find the fault. In some cases it takes hours (or days) to locate
the fault and all that time the cable is being exposed to high voltage
thumping. A few years after polyethylene cable began to be installed under-
ground, evidence began to surface that due to “treeing” in the insulation,
high voltage thumping of this plastic cable was doing more harm than good.
Due to this information many utilities have issued work rules reducing the
voltage to be used for fault locating. Another fact of life is that from the
point of discharge at the fault to the isolated end, the cable sees a peak-to-
peak voltage wave of double the surge voltage at every thump.

A very common surge generator in use for many years included a 4
microfarad capacitor that generated 1250 Joules at a voltage of 25 kV. If the
fault locating crew is told that the maximum output voltage of the thumper
must be limited to 12.5 kV (one half of 25 kV), the output energy of their
thumper is reduced by a factor of four down to 312 Joules. In a practical
world, the threshold for hearing a thump at ground level with no acoustic
amplification and no background noise is in the range of 300 to 400 Joules.
If the thump at the fault cannot be heard, voltage will have to be increased
in order to find the fault, make a repair and get the lights back on.

Ideally, a surge generator that uses a 12 microfarad capacitor, which
allows thumping at lower voltages while still delivering reasonable energy to
the fault, is required. Thumping at 12.5 kV, as above, now produces a very
audible 937 Joules. The surge generator, when thumping at its maximum
voltage of 16 kV, produces 1536 Joules and should include both a built-in

arc reflection filter and surge pulse pickup.
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Figure 2. Equivalent Circuit and Low-Voltage
TDR Trace with Open End
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Figure 3. Equivalent Circuit and Low-Voltage
TDR Trace with Grounded End

Figure 4. Equivalent Circuit,
TDR Traces showing Fault Location

Pinpointing

Before digging in order to repair the faulted cable, some type of
pinpointing technique must be used. The classical methods all revolve
around some means to enable hearing the sound produced by the discharge
of energy at the fault. The simplest and well-used method is the fault-locator-
ear-on-the-ground-butt-in-the-air technique. Other approaches involve
traffic cones, shovel handles and a length of conduit. Slightly more modern
equipment uses electronic amplification and an acoustic pickup positioned
on the ground. These techniques all assume that the sound travels directly
from the fault to the earth’s surface unimpeded and that the loudest sound is
directly above the fault. If the cable is in duct or conduit or under paving this
assumption may not be valid. A surge detector/fault pinpointer that
combines an electromagnetic surge pickup and one or two acoustic pickups
to zero in on the fault is the instrument of choice here. The receiver measures
and displays the elapsed time between surge and sound. As the fault is
approached, this time interval decreases to a minimum directly over the fault.
This technique relies on the timing between the two events, not just simply
on the volume of the sound. If dual acoustic pickups are used, the receiver
will also indicate which direction to move toward the fault.

Conclusion

Using the combination of a cable analysis system, a surge generator and
a surge detector/fault pinpointer, the process of underground fault locating
becomes more efficient, gets service restored quicker and minimizes the
possibility of programming the cable for additional faults while finding the
present fault. [
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The Power of Internet Security

By: William K. Campbell , Vice President, Information Security Business Strategy, Symantec Corporation

he blackout of August 2003 highlighted the fragility of the North
American electric power infrastructure to the government, utility
shareholders and the general public. It was the largest blackout in
North American history and cost over $50 billion in economic losses. This
number is, at least in part, due to the increasing reliance on electric utilities.
As this reliance has increased, so have utilities companies’ efforts to
control and manage power from generation through to delivery. These
efforts have resulted in the implementation of extensive information
systems. Clearly, open system technologies are streamlining core business
operations including customer service, power and outage management and
supply procurement. Just as people are becoming more reliant on power
companies, power companies are becoming more reliant on technology.

NEHRWESS, INC.
For all your conduit standoff
and meter mounting needs

Nehrwess, Inc.
1408 E. State Rd. 250, Brownstown, IN 47220

Tel.: 812-358-4593 ¢ Fax: 812-358-4594
E-mail: nehrwess @bcremc.net
Web Site: www.nehrwess.com

Information networks allow companies to maintain centralized
monitoring of their energy management systems (EMS). They also enable
these organizations to get power from generation to end users — which often
involves great distances. Supervisory control and data acquisition (SCADA)
systems were created for this very purpose. SCADA systems provide
centralized management and monitoring of dispersed facilities and collect
electric system data from nodes placed throughout the power system. The
immense size of modern power grids has made SCADA systems indispensa-
ble. The average SCADA system has between 30,000 to 50,000 data collec-
tion and control points. Centralized management of network data ensures
coordinated control and maximum staff efficiency.

Because the electric power grid was recognized to be essential to our
infrastructure, early EMS and SCADA systems were constructed separately
from other corporate systems. However, over time the convergence of power
company networks and the demand for remote access to SCADA systems
has led to many of them becoming accessible through non-SCADA
networks.

EMS and SCADA systems created a more efficient way for electric
companies to do business and the Internet took them a step further by
enabling more cost-effective operations, more efficient communication and
more innovative business practices. The benefits of connectivity are clear. Yet
it is only recently that many electric utilities have come to understand the
risks involved with making networks more accessible to a wider range and
number of users. The reality is that providing better access to customers,
suppliers and other third parties significantly increases the threat to the
sensitive and proprietary information contained in those systems. Further,
linking corporate networks and the networks that run an electric utility’s
operational control system are increasingly common. It is just as common
for these networks to be inadequately protected.

In many cases, SCADA networks have been installed by third-party
systems integrators that have exclusive authority to maintain them. This
presents yet another potential security risk, as well as a challenge to sound
IT management practices.

To address these risks, electric power companies must focus on collabo-
ration between CIOs and IT staff who run the corporate network, but also
COOs and the staff who run the operational network. Cooperation and
coordination ensures that risks are properly addressed and assets are properly
protected throughout the enterprise.

SCADA systems are a unique beast. Increased business dependence on
the corporate network and widespread use of SCADA systems for energy
management, means that electric power operational infrastructures are
exposed to attack from an increasing pool of potential platforms and
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sources. However, few SCADA systems were
designed with security in mind and adding secu-
rity to them after the fact has proven to be chal-
lenging. There has been an assumption that
SCADA systems are complicated and proprietary
and therefore few people know enough about
them to do much damage. But it is now clear that
a determined attacker can obtain the requisite
information without much difficulty, often by
merely searching for it on the Internet.
Furthermore, this assumption of “obscurity” fails
to recognize the risk of an insider attack by some-
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one who is not only knowledgeable but may even
have legitimate authorization to access the

systems.

Yet, a recent study conducted by Gartner
Research in February 2003, indicates that many
udilities are unwilling to spend the money it
would take to implement robust security
measures in their SCADA and business networks.
In this light, consider these statistics taken from
Symantec Corporation’s October 2003, Internet
Security Threat Report:
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e By October 2003, Symantec documented
1,432 new vulnerabilities, a 12 percent
increase over the number found in the same

period the previous year.

* The speed of propagation of blended threats is
increasing. For example, the Slammer worm
impacted systems worldwide in less than a few
hours.

* The overall rate of attack activity rose by 19
percent in 2003.

It is clear, electric power companies must take
aggressive proactive steps to secure their networks
before an incident causes shareholders to lose
confidence and the federal government imposes
mandatory security regulations.

There are several business cases to be made for
preventing security breaches. Operational conti-
nuity is perhaps the most important case for
ensuring a secure network. The need for
reliability and availability of electricity through-
out the power grid is at the core of the electric
power industry. To prevent unauthorized access
and disruption of service, electric utilities must
remain vigilant about the protection of their elec-
tricity management.

The industry is slowly recognizing the need to
protect the North American power grid. On
August 13, 2003, just one day before the 2003
blackout, the North American Electric Reliability
Council (NERC), approved Urgent Action
Standard 1200. The standard recognizes that
adherence to industry standards and other proac-
tive cyber security measures are vital to avoiding
the imposition of mandatory government
enforced security measures.

So how do electric utilities address evolving
security challenges? Effective network security
begins with a thorough assessment of each net-
work and its security architecture, followed by a
carefully developed plan for improving security.
Following is an overview of key steps that need to
be taken to minimize the number and impact of
security breaches:

1. Perform Regular Risk Assessments: Many
electric utilities conduct regular risk assessments
of their EMS and SCADA systems, but the
majority do not. Risk assessment combined with
appropriate post-assessment remediation action is
essential to mitigate risks. A regularly scheduled
assessment of corporate networks, Web servers
and customer management systems is also
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essential to comprehensive security. Reviews of this nature can reveal unintended
gaps in security, unknown linkages between public and private networks and fire-
wall configuration problems.

2. Design an Effective Information Security Architecture: Firewalls, intru-
sion detection systems and virtual private networks can all help protect networks
and data from malicious attacks, but if they are not deployed in the right places
with the right configurations, these technologies can be rendered effectively use-
less. To minimize risks associated with poor network architecture, electric udlities
should consider working with qualified information security professionals not
only for the initial design, but on an ongoing basis to ensure that evolving net-
work architectures do not compromise information security.

3. Deploy a Balanced Security Architecture: Corporate and control
networks need to be surrounded by several different robust technologies and
practices to be well protected. These components include assessments and early
warning technology, protection technologies including firewall technology and
finally, monitoring and management technologies.

4. Choose a Trusted Partner: Hiring experienced IT security experts can be
cost prohibitive so many organizations decide to outsource the management and
monitoring of their security devices to highly specialized managed security com-
panies. These managed security services companies enable corporations to main-
tain a real-time security monitoring capability at a relatively low cost.

Electric utility companies must take steps to quickly protect electric generation
and delivery systems — and their associated business networks — against viruses,
hackers and other online threats. Many electric utilities are past the beginning
stages for understanding the need for cyber protection but are still trying to edu-
cate management and employees on the need to implement appropriate security
practices. These practices are essential to maintaining secure networks and ensur-
ing the continuity of power generation and delivery in the future.

William K. Campbell, Vice President, Information Security
Business Strategy, Symantec Corporation.

William K. Campbell is vice president of Information
Security Business Strategy in the Strategic Vertical Solutions and
Support Group at Symantec. Campbell’s group specializes in the
utilities, energy, telecommunications and chemicals industries.

With more than 18 years experience in software development,

quality management, systems integration and security of
networked computing technologies, Campbell has spent his career conceiving, planning
and executing technology deployments in complex and dynamic business environments.
He has consulted to a broad spectrum of companies including Fidelity Investments,
Microsoft, Goldman Sachs, ATS'T; Fujitsu, Cisco Systems, BellSouth,

Arthur ]. Gallagher, Halliburton and ExxonMobil.

A graduate of the United States Naval Academy, he designed the first local area
network installed at a U.S. Marine Corps facility. Later, he worked as a senior
technology consultant with the U.S. Department of Energy, and as a quality engineer
Jfor a software company in the energy services industry. He has also spent time in his
career with Fidelity Investments, StorageNetworks, Inc and Arthur ]. Gallagher &
Company. In addition, Campbell founded Eagles Reach, an information security
consulting firm that also develops specialized software. Campbell is a Certified
Information Systems Security Professional. He is currently a member of the Professional
Practice Committee of (ISC)2, responsible for reviewing allegations of professional
misconduct and a representative to the International Information Integrity Institute (I4).
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Combining Staking Design with GIS and Asset Management
Leads to Exponential Productivity Gains

By: Sean Solberg, VI Research and Development, MiniMax Corporation

Most electric utilities have implemented either a Geographic
Information System (GIS) or some type of mapping system. Many maintain
an asset management system. A small but rapidly growing number are
implementing field-based staking (design) systems. Automated field staking
provides the mechanism to greatly increase productivity and enable digital
GIS and asset management updates. Creating digital GIS and asset manage-
ment (hereafter collectively termed ‘GIS’) data at the real-world source (out
in the field) effectively removes the impediments and time required to
maintain those, and many other systems.

There is a tremendous amount of data that typically gets transcribed a
number of times in order to maintain a udility’s GIS. It does not require
much analysis to realize the benefits of enabling that same original data to
suddenly go twice as far. This is what happens when you extend the data
gathered by a field staking system into a GIS. The obvious advantage to the
staking or design engineer is bringing a computerized and automated stak-
ing and work order automation system into the field with GIS facility maps.
The tremendous advantage from the GIS perspective is keeping a near real-
time updated GIS data set reflecting proposed, changed, retired and newly
constructed field designs — the vast majority of all GIS data manipulations.
By leveraging a field staking system and an interface to the utility GIS,
creating data in the field can be twice as valuable.

The GIS Implementation Conundrum

Electric utilities make strategic decisions to invest in and implement a
GIS. To fully capitalize on this investment it is imperative to not only inte-
grate the GIS with other systems and processes, but to also maintain the data
it holds. GIS data population is typically accomplished in two phases. The
initial population starts with field collection and generally takes anywhere
from one to five years to complete. An inherent problem with this data
collection phase stems from the continuous construction and system
changes occurring throughout the system during the field collection process.
Ultimately, a field collection project without an accompanying update
process just creates a single point-in-time representation of the inventoried
assets. After the field collection is complete, there is a continual need for
data maintenance due to ongoing system upgrades, changes and new
construction.

The second GIS population phase involves ongoing GIS maintenance.
This data maintenance is driven by several change sources, each with unique
update frequencies. The first and most static data source are land base fea-
tures. These are often created by city and county governments and include
political boundaries, road projects and government facilities. Many utilities
have procedures in place to handle such changes. However, due to the
infrequent nature of land base modifications, utilities do not usually need to
automate this process. The second source of base-map data change involves
construction and development including new plats, roads and address
changes. These modifications often require automated procedures
depending upon how much new construction is occurring within the

utility’s service territory. Finally, it is the daily work on the udility infrastruc-
ture — such as upgrades, retirements and plant additions — that necessitates
an automated process for data collection, work management and transfer-
ring the resulting changes to the GIS data set. Without an updating proce-
dure in place, the static GIS dataset gets further away from reflecting the
actual environment with each closed out work order and service order. The
high frequency of system changes and the fact that the majority of these
changes are internal to a utility creates an opportunity for a large return on
investment when looking at automated field staking systems.

Figure 1: Updating GIS from field staking applications allows
GIS professionals to focus on andlysis instead of data entry.

Field Staking and GIS

Duplication of effort is, unfortunately, almost always part of existing GIS
maintenance efforts. The most common approach is to reference staking
sheets or as-built drawings and manually re-digitize the data, duplicating the
effort of the staking engineer who created the design in the first place.
Another common approach is to return to the field after construction to
obtain GPS readings and inventory the as-built assets with GPS data-logging
field units. When these labor intensive updating procedures are not in place
the unfortunate alternative — after a number of years of unrecorded system
changes — is to re-inventory the entire territory, an expensive proposition
that means a udility is again relying on outdated, one to five year old data.
More significantly, both approaches require manually re-manipulating data
that was used during the field design and work order process.
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Figure 2 Yearly Changas [OIE Enfties]
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Field staking systems are a real alternative source for GIS data mainte-
nance that have been proven cost effective in hundreds of electric utilities to
date. These systems enable the utility to use data gathered during the work
order process and digitally update the GIS. They effectively extend the GIS
to actual design work in the field, without encumbering the field user with
the speed and functional impediments inherent to ana-
lytical GIS programs. Creating system designs in the

A utility’s GIS is dynamic, like the utility itself. The daily changes that
occur in the GIS reflects the operation of the utility it supports. Depending
on the size of the utility, as illustrated in Figure 2, “Yearly Changes (GIS
Entities),” the potential for changes within a GIS due to field work can be
significant. Modifications to existing plant, new plant additions and replace-
ment or retirement of existing facilities represent the vast majority of GIS
data changes. Automating the data updating processes removes much of the
mundane, repetitive data entry workload from GIS personnel and allows
them to concentrate on critical business processes and analysis. Figure 3,
“GIS Data Maintenance Resources” illustrates the dramatic workload reduc-
tion that can be achieved through integration of field staking data into the
GIS.

Automating the work order process using field staking tools generates
savings throughout the utility beyond the direct GIS benefits. Figure 4,
“Cost Benefit Analysis,” illustrates a typical utility calculation showing the
time savings realized on a 30 station work order. This analysis takes into
account the ability to perform cost estimates in the field for the customer,
GIS integration, avoiding multiple trips to the job site, reduced error rates
and process improvements. Extrapolating the savings realized on this partic-
ular type of work order provide compelling reasons to implement a field
staking system.

field, where assets are positioned and can be referenced Figure 3 GIS Data Maintenance Resources
against the reality of the environment where they will -
be built, not only makes a powerful contribution to the “‘\\\
overall accuracy of the GIS data but also makes for a sy
cleaner, more accurate design that is easier for ‘-""‘-..___
construction crews to interpret and build. This leads to E e
better construction that adheres to the staking engi- E o
neer’s design, fewer as-built changes and less overall E mr
time spent during the entire work order process. 5 55l
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Contrast the field staking approach to designing in E e
the office from memory. Relying only on GIS data |
often results in overlooking or imprecisely portraying 1
the relationship between the design and the environ- = - = Fr—— ——
ment in which it is to be built. In-office design LAty S | Hurs s ool e,
systems are typically built on top of a GIS engine. T T T AT
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that were built for editing GIS data instead of being

design focused. A major portion of the value of a GIS

comes not just from the maps, but the relationship between data that are
represented and the real world. Imprecise, non-field checked designs lead to
change orders, reconfigurations, re-builds and ultimately higher costs.

The Payback Model

A field staking and work order automation system has a compelling value
proposition. Utilities implementing field staking typically calculate a
complete return on investment within a six month to two year time frame.
This enables field staking systems to be deployed on a cash-neutral basis
from the utility’s standpoint and to generate actual return on equity after the
break even point is needed. The following analysis demonstrates portions of
the value proposition.

W Apiormied Frooem FTENI B Rloraml Process | FTES

Improved Return from GIS

Leveraging field staking systems and GIS also benefits the design process
itself. Staking engineers can bring the entire GIS feature set to the field to
use as the basis for the design. This helps orient and inform the designer by
visually providing existing information and gives an in-field opportunity to
verify the GIS data. Staking out a design in the field also results in the final
design reflecting a high degree of positional accuracy. Adding field measure-
ment tools such as real time differential GPS receivers and highly accurate
laser range finders dramatically improves the quality of the GIS geo-refer-
enced data. The incorporation of these tools in the staking process also sig-
nificantly speeds up the actual design process itself.
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Figure 4

Cost Benefit Analysis
Estimated Time and Cost Savings
30 Station Job
Wark Order Task Mapuad Etnkir Ot
[Trarwel 20 ]
Custamer Ralations 1.0 [K¥-]
Mapping larpel area 30 1.0
Surveyiretire existing sy stem 4.0 20
Design nesw sysiem 4.0 25
Sulialtal: Field Tima 14,0 73
Werify calculations 2.0 oo
Legibly re-sketch job in office 20 0o
Comglate staking shsat 2.0 10
Tabualate unil dala 30 (k]
Ky data, produce reports 2.0 R=]
Updata Q1S a0 o3
Rediced srrar rales 1.0 oQ
Closecut and fnal clean-up 2.0 oS
Tatals: 30.0 8.6|hours
10500 336 LO|dedlars
Savings: T14.00 dollars

A slight change in a udility’s approach towards GIS maintenance, by
directly incorporating field staking data, will lead to tremendous
productivity gains. This can be done without disrupting the rest of the work
order process. Deployed correctly, staking designs continue to be processed
through the normal work order channels using and automating procedures
with the digital data where possible or practical. As the staking designs flow
through the existing work order process, the GIS system can be used to
analyze and visualize the status of work at various stages. By dynamically
acquiring data from the work order / staking system, real-time changes are
available for reference through the GIS. For example, it can sometimes take
over a year for a design to move from original sketch to completed
construction close out. The need to reference designs or construction in
progress may arise several times before the proposed design is posted perma-
nently to the GIS. The ability to reference proposed changes throughout the
process increases accuracy and reduces the amount of time needed to get a
current picture of a project’s status.

Concerns about the quality of the posted data can be addressed through
internal quality control procedures. By carrying the staking design changes
through the work order process, adjustments that reflect as-built construc-
tion can be made before the final data is posted to the GIS, yet is available
for reference while pending. In office design engineers and cartographers can
clean-up the data by previewing and posting the final design to the GIS
system. This way the final data, connectivity and cartographic decisions
remain in the hands of the GIS personnel. This crucial step ensures mainte-
nance of data integrity and results in ‘good-looking’ maps. Requiring this
edit/approval step prior to posting ensures quality assurance rules are applied
without duplicate data entry of the field design work.

The Timeline for Return

Using field based staking tools in conjunction with a GIS helps lower the
barrier for a utility to begin GIS implementation. Many utilities are put off
by the large up front cost of setting up, populating and maintaining a GIS.
Using the data from a field staking tool can form the foundation of a
complete GIS by starting down the path of having intelligent map data
available. Instituting a work order automation and field staking system
before or even during GIS implementation allows a best-practice approach
to be developed before the GIS staff becomes inundated with trying to run

the system. It also allows GIS professionals time to focus on data analysis,
trends and system operation, not simply updating graphics and data. All of
this leads to reaping an early return on investment.

Those udilities already in the middle of deploying their GIS can reap
benefits by using the data collected by the field designed work orders. As
already mentioned, most GIS attributes are automatically collected by the
staking engineer during the design process. Strategic decisions and invest-
ments are oftentimes made and determined by analyzing GIS data.
Formulating a good plan for automated data maintenance before starting a
GIS project can allow utilities to reap value from a GIS in the near-term,
even before the comprehensive implementation is complete.

Utilities are under increasing pressure to do more with less. Bringing
information that is part of the field design and work order process into the
GIS increases accuracy, removes redundant data entry, and speeds the return
on the GIS investment. Updating the GIS on a frequent basis and adding
geographic and on-location visibility into designs, from sketching to close
out, provides the opportunity for advanced analysis on how a utility’s infra-
structure is developed and maintained. By leveraging the technology, work
done in the field can now go twice as far. [J

ABOUT THE AUTHOR

Sean  Solberg is the Vice President of Research and Development
Jfor MiniMax Corporation. MiniMax is the leading provider of field
productivity tools to the wutility industry. Its flagship product, StakeOut,
automates the design, staking and work order process from design to construction.
Mr. Solberg oversees the continuing development MiniMaxs product line
including StakeOut and GIS integration. For further information see

Electric

PUBLICATIONS

In keeping with our mission to deliver information of integrity and substance, Electric Energy Media is
proud to present it's internet product line. Our web site and our e-news letter helps industry leaders stay
on top of the latest news and information.

www.minimax.net.

Our web site offers access to; the most comprehensive on-line buyers quide, industry news, current and
passed magazines, a job center, product innovations and industry events.

QOur e-news letter is sent on a weekly basis to more than 35,000 energy professionals.

We are excited to offer advertisers an opportunity to be seen and reached on a
daily/weekly basis by decision makers.

Electric Energy T&D Magazine — January-February 2004 Issue 67



Circle 85 on Reader Service Card

Linda K. Rader, RaderEnergy Presents:

www.keywomeninenergy.com

Nomination form, 2004 Americas Awards

December 157 2003.)
PLEASE MOTE, THIS SAME FORM CAN BE COMPLETED & SUBMITTED ELECTROMICALLY AT WWW REYWOMENINENERGY.COM

KEy WOMEN IN ENERGY ™

= AffEricas

To acknowledge the devalopmant of the rale of woman in business, RaderEnergy, in asseciation with a group of public and private
sectar entithes, would ke to honaur wamen in the energy industry wha vou feel have made an exceptional contribution o their
marketplace or comgany. Mominations can be for women working in ANY sector of the energy Industry globally, in ANY joib, with
hisnaurs beirg given for the disglay of particular characteristics ar skilts in their work, Winners and honauress are selected on the
strepgth of their nomination. Please nods, it S vital that your nominetien convey ta 8 panel of judges the virtues of your naminee.
mnsufficient information will affect the chances of your nominee reaching the tap 50. Remember fa include refdpvant infarmation for
the category in which you are nominating, To nominate a cancidate, plaase complete all five steps of the following application and
submet it as indicated MO LATER THAN FEBRUARY 17 2004, Nominations recelved after that date will be rolled to the 2005 honours
programame. Marminaticns will automatically be considered for the 200308 Key Women in Energy Global Honours. (2003 deadling is

STEP I: PLEASE TICE THE CATEGORY FOR WHICH ¥0OU WOULD LIKE YOUR CANDIDATE TO BE MOMINATED:
| Leadership (Mease previde a separate formy/details for each nomination andfor cafegary}
| Innovation & Creativity Date submitied: ... daa s s
u| Visionary Please tick all ihat apply:
[ Wisdom a Key Women in Energy - Global Honowrs
4 Patendial* a Koy Women im Enengy - Ameficas Homdurs
| Pathfinders & Trailblazers

M_B. ALL telephone codes must be included

STEP 2: NOMIMEE DETAILS: (Please include as much information as passible)

Haue: R Jop Tmes .. TR siiaiiia
Commanr P i e . Mok ok Lk st 4 0

hporess; e e s e s S PR

EMAIL; ST R

Coumray or Wome: .., T

Wisn: i Ty HE R Lo

L T L S S S S S S

Mo PR ounii; TP

ETEP 3: NOMINATOR'S DETAILS:

Maur; P Tin B Courmay; g B O o A
hpoeiss JECTT I S e L e Rl LY

TR S TeL: B et T—T———T——— T T——_——
STEP 4: NOMINATION: (Flease attach & separate peece of paper If necessary. Dedailed information is critical for selection).

In no mare than 500 words, tell us wivy you belleve your nominge deserves the award lor which they have bees selectid.

STEP 5 SUBMIT THE APPLICATION - EITHER:

] ELECTROMICALLY: COMPLETE & SUBMIT THE FORM AT WWW KEYWOMENINENERGY.COM

Fy W2 Mai 1o Linda K. Rader, RaderEnergy, PO Box 27391, Houstan, TX TT227T-T397, USA

E Far: + 1713 622 8420

Quemes: Linda K. Rader: +1 713 960 (0ol raderenergy®akt.nef  of  EepwomenimenergyEatt.ned

Firinatien formes may be handed back B2 Linga Aader airy shaws. she atiends

* That Pod il cabgony |6 Bnlled to res-hike Bo enengy Sieo VGO

ks Mt rewerve s B ghl A nale sl ian Ba teled] o e any cilsdidate, b scon mamrdl e afe P diabad deaiiioe, 12 wtec] fiom samral ees pres [ 1ke cioang grales aedhor bore et rel

afticially rominaded The jiges dechion s feal inghviduels have T righl ol nomiere, and wiso la Beciee [her namingtion




UALI is a full-service,
information technology
leader providing integrated
solutions for the electric,
gas, water, wastewater,
and telecom industries.
UAT’s comprehensive Utilitycenter™
2.0 technology provides the tools for
automation of daily workflows inclu-
ding outage response and restoration,
facilities management and electronic
field staking.

UALI seamlessly integrates all third-
party systems with the core GIS and
provides Web-enabling modules that
maximize the seamless flow of
customer and facility information to
end-users throughout the enterprise.

UAI

307 Wynn Drive N.W.

Huntsville, AL 35805

Web: www.uai.com

Bill Hetherington, VP of DigitalUtility

For more information
1-877-722-8220
E-mail: info@uai.com
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utility eguipment -
leasing corporation

Rentals, Leases, Sales and Service!

UELC can provide your company
with the utility equipment it needs!

For over 35 years UELC has been able
to provide its customers what they need,
whether its a 29'-100' bucket truck,

a digger derrick, material handler,
cable placer, or track vehicle!

We offer only late-model
quality equipment at UELC.

For more information contact us at:
Toll Free: 1-800-558-0999!

Web Site: www.uelc.com
E-Mail: rent@uelc.com

When you rent from UELC,

you rent from the experts!
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Pheae: {119) §21-3838
surplecilsurgles som

Snerbmcks |Qc, Connga|
Fax; [BTE) SE3-TE07

WATT: 1-100-681-0043 i EURPLEE COM
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AINWEAR

NS FLASH FIRE AND ARC
~4  RESISTANT RAINWEAR

from Ranpro offer the protection
that workers in high-risk job
applications need, no matter what
the job hazard. These suits, job-fit
for applications ranging from
electrical utility fo petro chemical,
are rugged and watertight. They
are designed to ensure that workers
are comfortable in extreme work
environments.

Ranpro Inc.

P0. Box 430, Simcoe, Ontario N3Y 4L6
Tel: (519) 426-1094

Fax: (519) 426-5313

E-mail: ranpro@ranpro.com
WWw.ranpro.com

«— Controls
g | Liik-waal |-uu-.|.|.l'l'|.'n-ﬁ|d'.l|.'||.

- T L |
L._ " E0

Master-slave Paralleling

New Cooper Regulators in dual
feed closed-loop scheme preventing
Circulating Currents by placing
tapchangers in “LOCKED-STEP”
[IDNP 3.0 Level 2 ACS Certified. (2001)
[JCD Rom Programs. RS-232, 485, Fib Opt.
UUpgradeable on-the-fly in the field.
0”Sound Investment, User Friendly”
05 YR Limited Warranty
OANSI-IEEE Certified to 2002 standards
by AEP-Dolan Tech Center

www.ICMlinc.com

1200 Ferris Road ® Amelia, OH USA
513-752-4731
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Solid Brass Padlocks

Assembled and Keyed
to Your Specifications

HERCULES INDUSTRIES, INC.
Manufacturer of Herculock Padlocks
P.O. Box 197 « Prospect, Ohio 43342

Phone: (740) 494-2628
Toll Free: 1-800-345-2590
Fax: (740) 494-2274

www.herculock.com
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Solid Dieleciric Vacuam Swilch

The rizaw Trinekics
LALTRANEE ™ sirgle
phase vacuum saitch
=stablishes new standards
for perfarmance and
disrabfity. Full-body
=pooty constructian
provides unmatched
profection fram the
waather, Maximum
dielectric skrength
and ARSl=certified
performance.

FREE technical informaticn!
Call BFF-219-9738 ar visit

www.maysteel.com
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NDE Technologie inc.

PDS : Partial discharges scanmer
Inswiation fault locator

w Pocksi-aim tester for $LPE rusirisd joni

® Caich ard maay o use

& Geraindiy . 10pC

w (sl o aRR0e | MO PO dieotly on joir
of ef i ereshom

* infmaiy mange 0 - $348
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s i wew ndh e o

NDE Teshnodegio ne

14005 S2-Jman-Bapteis, sus #7110

Cusbac Ciy, OC

Canadn, GIE 52

el (E18] 877131

lax (418) BFT-TTET

emai: vburesifrob. oo ca

Internal
Fault Detector

B

The New t
Standard in
Distribution

The IFD™ delivers: -
e [nternal fault detection.
¢ Enhanced safety.

e Enhanced utility performance.
e Faster restoration of service.

IFD. Safer. Faster. Better.
(604) 734-0105 www.ifdcorporation.com
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celltron

Many haffery st spplicaions fooay requre sod-
tranal dafa sorage, beller doanicad sgupman,
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i [he hatery fes! mdustry, Widionics deveinped
i Calfron Achvanced batiery conduciance tnsfar
12 imake e reguremenis 2 maky

To experience how

Callfron Advanced

can provide:

= High empere-hour
batiary testing

¢ Muliipfe batlary sting
data slorage

* |mprevesd menu
navgation

+ Enhanced PC softwans
and infrared interiaca

Comset Midiranics tall
fras at: 1-B00-TTH-1995%
or vi=it us at our website
W, midirenice. com

MIDTRONICS

abery Hmugeres oaaiss
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Intergraph’s InService solution for
Outage and Workforce Management, and
Mobile Data Dispatch helps crews operate
more efficiently and share resources
across departments.

With routine service work and high-priority
outages managed within the same, flexible
dispatch environment, the InService
COTS-based system delivers speed, relia-
bility, availability and efficiency.

INTERGRACH
UTILITES &
COMMUNICETIONS

Tel: 1-877-818-4171
Fax: (256) 730-8995

www.intergraph.com/utilities
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The Wireless Matrix Mobile Base Station
(MBS) is a roof-mounted unit that integrates
multiple antennas, processing and commu-
nications software, enabling real-time multi-
mode communication via Wireless Matrix’s
Wide Area Wireless service. It can host
embedded applications, and is GPS and AVL
capable.

Partnered with the unit, the MBS MAP
system can track the deployment, position
and status of field service vehicles, provi-
ding reporting and alert functionality, and a
web-based graphical interface for monitoring
service fleet movements.

Wil R ELES S

MATRIX

www.wirelessmatrixcorp.com
12369-B, Sunrise Valley Dr., Reston VA 20191

Tel.: 877-466-7266 ¢ Fax: (703) 262-0380
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his spring INIVEN introduced the

PDR-2000, a new digital telepro-

tection unit capable of handling 8
relay inputs. The PDR-2000 is loaded with
unique features such as multiple commu-
nication ports, allowing up to two
communication paths instead of the stan-
dard one, unit ID on every packet, redun-
dancy on all key modules, self healing
communication capabilities and new
levels of security and dependability to
digital teleprotection.

INIVEN]

DIVISION OF CONOLOG CORP.

5 Colombia Road
Somerville NJ U.S.A. 08876

Tel.: 1-800-526-3984 « Fax: (908) 722-5461
Web: www.iniven.com
E-mail: sales@iniven.com
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FREE 2003 Megger Electrical
Test Equipment Catalog

Request your FREE copy of the NEW Megger Product
Catalog featuring over 500 pages of electrical test
and measuring equipment for use in building wiring,
electric utility and telecommunications applications.
You won't find a more complete assortment

of instruments anywhere, making Megger your

“one stop” source for high quality, rugged, long
lasting electrical test equipment.

Request your FREE copy today!

In Canada call 1-800-297-9688
In the USA call 1-800-723-2861
Website: www.megger.com

Megger-.

The
MS5000

The MeterSmart 5000 is a low cost, easy
to install submetering solution for utilities
and their customers.

It records interval data from 5 minutes to
60 minutes, which can be stored for up to
72 days.

No facility shutdown is required during
installation because of our patented split
core sensing fechnology.

The MS5000 can be daisy chained for up
to 52 units. It also meets or exceeds accu-
racy standards set by the American
National Standards Institute.

Corporate Headquarters:
2212 Arlington Downs Rd., Suite 204
Arlington, TX 76011
www.metersmart.com
Phone: 1-800-520-7773
Fax: 1-817-652-1935
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Committed to the
Utility Industry!

Dis-Tran is the premier supplier and
designer of high voltage substations and
transmission projects through 765 kV.

Dis-Tran offers:
engineering, project management,
procurement, and manufacturing services for
coordinating and supplying materials, support
structures and transmission towers
for the utility markets

DIS-TRAN
4725 Hwy 28 E, Pineville
Louisiana 71360

Tel.: (318) 448-0274

Fax: (318) 445-7240

Web Site: www.distran.com

HDW f ‘:I:—::.‘:‘:I.ﬁl':.ﬂ .'Pll.- - ﬂ

Cable Fault Locating System

HDW TECHNOLOGY

* Fault Location, Secondary & Primary
Radars, Thumpers, Pinpointers, Cable Tracers

* Cable Testing & Diagnostics
VLF, AC & DC Hipots, Partial Discharge,
IRC & RV Methods

89 S Commerce Way, Suite 940 Bethlehem, PA 18017 U.S.A.
Office (610) 861-8862 Fax (610) 861-8864
E-mail: sales@hdwelectronics.com

Web site: www.hdwelectronics.com

CUSTOM

ANSI SIGNS

Do your safety signs meet the requirements
of the newest ANSI standards?

William Frick & Co. manufactures custom
ANSI 2535.2-2002 compliant signs for the
utility industry. Signs are designed to your
specifications including company logo,
phone numbers, or other important
information.

Our signs are constructed of outdoor
durable, UV stable materials such as:
Aluminum, Polyethylene, Fiberglass,

and Adhesive Labels.

For more information about this product or a catalog of
our complete line of utility marking systems contact:

William Frick & Co.

2600 Commerce Drive, Libertyville, IL 60048
Phone: 847-918-3700

Fax: 847-918-3701

E-mail: Sherry.Weber fricknet.com
Web site: www.fricknet.com
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2004 International Conference of Doble Clients
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here today, here tomorrow

Recent announcements concerning the
transition away from CCA-treated wood
in residential applications do not affect
the status of CCA poles.

EPA recognizes a distinction between
the typical person involved in buying

and installing deck materials and the

people who buy and install treated

wood for utility and industrial structures.

That's why CCA poles will continue to
be used.

And for good reasons.

ARCH

For more information on
CCA-treated wood poles,
contact:

Arch Wood Protection
770.801.6600
www.wolmanizedwood.com
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loday; here 1omorrow

CCA poles are long-lasting and
come with a 50-year warranty
against termites and fungal decay.
These poles are also economical,

- safe, and do not require groundline
R treatment. Furthermore, they are
wood - renewable,* plentiful, rapidly
_ replenished, requiring minimal energy
! to produce,” and beneficial in limiting
. greenhouse gases* and raptor
electrocutions.”

Arch Wood Protection, the leading
producer of CCA for poles, promises
to continue serving the utility market.

*See Technical Bulletins from the
North American Wood Pole Coalition
at www.preservedwood.com/pole.html.

Cooperative Association

®
ASSOCIATE M EMB ER*

*Associate membership in NRECA does not signify an endorsement
cls or services.

%j’ National Bural Ele.ctl"ic

Wolmanized® ET® pole



Flume Resistant Fabrics

The Industry Leader In
Gomfort and Protection!

With INDURA Ultra Soft®, 88% cotton/12% high tenacity
~fiber fabrics, the soft natural comfort of cotton that you
~_ enjoy when you're “off-the-clock” is already there.
_:;E Many utilities are making the switch to the new
;',-I-":',*- _ breakthrough in flame resistant fabrics, INDURA
- Ultra Soft®. With cotton comfort, guaranteed
w flame resistance for the life of the
'\ garment, extended garment wear life and
- some of the highest arc ratings in the
industry, you can understand why!

PROTECTION, COMFORT and VALUE
~ together like never before.

2845 West 48th Place For samples: 866-4-WESTEX
Chicago, lllinois BO632 or www.westexinc.com

= WESTEX INC.

Fax 773-523-0965
A WORLD LEADER IN FLAME RESISTANT FABRICS
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